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Case No.: 04 CV 1709

DEFENDANTS' NOTICE OF EXCEPTION TO THE
SPECIAL DISCOVERY MASTER'S DECISION ON

DEFENDANTS' MOTION TO COMPEL PRODUCTION OF E-MAIL

Pursuant to paragraph five of the Stipulation and Order of Reference to Special

Discovery Master entered in this case, Defendants take exception to Special Discovery

Master Eich's June 25,2008 decision denying Defendants' Motion to Compel the Production

of E-mail ("Decision"). The Special Master erred in (1) finding that the State's self-

described "old-fashioned" manual search for e-mail was adequate to meet its legal

obligation to produce responsive e-mail; and (2) failing to order the State to perform an

electronic word search of its e-mail system for responsive e-mail because manual searches

are inherently inadequate and unreliable in large and complex cases such as this one.

BACKGROUND

Defendants served their second set of document requests on the State over two years

ago on February 20, 2006, requesting, among other things, the production of e-mail

responsive to those requests. To date, the State has produced over 200,000 pages of



responsive documents from the State's hard-copy and electronic files. By contrast, and by

its own count, the State has produced no more than 1,432 pages of responsive e-mail.I

Concerned about the paucity of e-mail in the State's production, Defendants

initiated a series of meet and confers in an effort to resolve the parties' differences. The

State initially suggested that searching for responsive e-mail was overly burdensome. In

an effort to lessen the State's purported burden, Defendants identified by name

approximately 20 Wisconsin employees they believed would have responsive documents,2 as

well as a list of suggested search terms for the State to use in searching for responsive

electronic documents,:J including e-mail. The State agreed to and readily used the majority

of the supplied names and search terms in its search of its electronic (Word, PDF, Excel,

etc.) files for responsive documents and data. When it came to e-mail however.as

Defendants eventually learned, the State refused to perform any searches using the

negotiated and largely agreed upon search terms.

Rather, the State's search for responsive e-mail consisted of simply "asking State

record custodians to produce documents responsive and relevant to the Defendants'

document request regardless of the form they are in (both hard copy and electronic)."! The

State advised that it believed its e-mail production, based upon its "old-fashioned" manual

search method to be adequate and, in any event, that it would be overly-burdensome and

1 State of Wisconsin's Brief in Response to Defendants' Motion to Compel Production of E-mail
at 4, ~ 8 (hereinafter "State's Response Brief').
:l See E-mail from J. Walker to F. Remington at ~ 2 (April 24, 2007 12:11 PM), attached as
Exhibit 10 to Defendants' Motion to Compel.
:, See E-mail from J. Walker to F. Remington (Jan. 8, 2007 6:56 PM), attached as Exhibit 6 to
Defendants' Motion to Compel.
4 State's Response Brief at 10; see also id. at 4, ~ 9 (noting that the State's search for e-mail
consisted of "[relying] on individual employees to look for and produce hard and electronic
documents and any relevant e-mail messages to respond to Defendants' document request.")
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difficult for the State to do more because the State's Groupwise e-mail system lacked the

functionality to run electronic word searches.5

In response to this claim, Defendants identified several inexpensive software

programs that would allow for electronic word searches of e-mail on the State's Groupwise

system. Defendants even offered to share with the State the costs of procuring such

programs. The State refused, claiming it had "already gathered responsive documents in

the old-fashioned way by asking individuals to provide relevant and responsive records"

and disagreed "that using the computer to do the work formerly done by humans may

result in a more reliable final product."6

Finding themselves at an impasse after nearly 18 months of discovery, few e-mail

produced and an upcoming trial date, Defendants filed a Motion to Compel the Production

of E-mail ("Motion to Compel") with Special Master Eich on September 14,2007. At the

parties' request, Special Master Eich postponed consideration of the motion until after this

Court had ruled on the State's summary judgment motion. On June 25, 2008, the Special

Master issued his Decision denying Defendants' Motion to Compel. Here, Defendants seek

review and remand of Special Master Eich's denial of Defendants' motion.

ARGUMENT

In his Decision, the Special Master correctly recognized that "the State has a legal

obligation to produce" responsive, relevant e-mail7 and that the relevant inquiry before him

was whether the State's "old-fashioned" search for e-mail was adequate." However, the

Special Master erred in both his apparent conclusion that the State's limited search

f5 See, e.g. State's Response Brief at 17; see also E-mail from F. Remington to S. Barley at ~ 3
(March 162007 11:06 AM), attached as Exhibit 1 to Defendants' Motion to Compel.
G See Letter from F. Remington to J. Walker at 3 (June 20,2007), attached as Exhibit 15 to
Defendants' Motion to Compel. This letter is misdated. It actually was sent via e-mail on July
20,2007.
7 Decision at 4.
S See id. at 3 and 5.
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satisfied the State's legal obligation,!i and his related denial of Defendants' request that the

State perform electronic word searches of the e-mail of selected custodians. It) Accordingly,

his Decision should be set aside.

I. The State's Limited Search for E-mail was Wholly Inadequate.

The State's manual search for e-mail resulted in a production of only 1,432 pages of

e-mail,ll prima facie evidence of inadequate searching. The Special Master nevertheless

dismissed Defendants' concerns regarding the adequacy of the State's limited search and

production:

Defendants have offered no authority justifying entry of [an order to
compel] ...All Defendants have done is to suggest that, given the prevalence of
e-mail communication today, and its acknowledged use in government offices,
the number of e-mails located and produced by the State through its "old­
fashioned" search methods, seems small. I~

Defendants, however, did far more than simply show that the State's e-mail production was

impossibly small. As Defendants explained in their briefing before the Special Master, the

State's method of merely asking some undefined group of individual Wisconsin employees

to manually search for responsive e-mail is inadequate as a matter oflaw, especially given

9 See id. at 4 (finding that Defendants have not made a "showing that the search methods being
implemented by the State...are resulting in non-responsive production.")
J(1 See generally, id.
11 When considered in context, this is an impossibly small number of e-mail. To provide the
Court with context, Defendants identified for the State a list of 20 Wisconsin employees whose
files, based upon other discovery in this case, certainly contain relevant, responsive documents.
E-mail produced by the State show that e-mail has been in widespread use within the
Department of Health and Family Services (DHFS) since at least 1998. A quick calculation
reveals that, on average, each of these 20 employees would have had to send or receive fewer
than seven pages (which could be just one e-mail) of responsive e-mail per year to bear out the
State's paltry production. Given the pervasive and extensive use of e-mail communications in
today's world, and given the fact that it is DHFS' role, in part, to deal with the pharmaceutical
pricing that is at the heart of this case, the suggestion that a DHFS employee only sent or
received seven pages of responsive e-mail a year is simply not credible. Indeed, at least one
estimate reflects that in 2003, the individual e-mail user was estimated to send approximately
5,214 e-mail a year, or 14 e-mail a day. See Wisconsin Bar Association, "Electronic Evidence:
Issues," at 3 (Nov. 16-17, 2006), available at http://www.wisbar.org, attached as Exhibit 17 to
Defendants' Motion to Compel.
J~ Decision at 4.
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the complexity of this case and the size of the State's e-mail system LJ for at least three

reasons:

• Employees can not remember every responsive e-mail sent or received
over a 15 year discovery period and lack the technical know-how
necessary to adequately search their own e-mail files;

• Employees do not have access to all the responsive e-mail they have sent
or received; and

• The manual search conducted by the State completely ignores responsive
e-mail sent to or from former State employees.

It is unrealistic to expect employees to recall every e-mail they sent or received over

a discovery period spanning 15 years that may be responsive to Defendants' document

requests. Even if such perfect recall were possible, it is unlikely the employees asked to

search their own files have the available time, tools or technical acuity necessary to search

their own e-mail files for all such e-mail. ll

It also is unreasonable to assume that individual Wisconsin employees even have

access to all the responsive, relevant e-mail they have sent or received over the entire

relevant time period. To the extent that responsive e-mail may have been routinely (pre-

litigation), inadvertently or otherwise deleted, they would only be available on back-up

1:3 See Byman, Robert 1. and Solovy, Jerold S., "Digital Discovery," The National Law Journal,
Vol. 22, 12/27/99 NLJ at A16 (Dec. 27, 1999) ("Digital Discovery") ("The digital age changes
everything. In the old days, the responsive documents were, mostly, physical pieces of paper,
kept in a finite number of locations. In those good old days, you would go to a few key
employees and say, 'Here are the document requests. Search your files and give me anything
responsive.' That won't do today. You can't limit the search to a few, because in the digital age,
information is shared by the many.")
1·1 See Wingnut Films Ltd. v. Katja Motion Pictures, et al., No. CV 05-1516-RSWL, 2007 WL
2758571 at *13-14 (C.D. Cal. Sept. 18,2007).; see also "Digital Discovery," at A16 ("[M]ere
business executives cannot be asked to search their computer files because they likely do not
know how to. The documents reside in nooks and crannies of their computers and in network
archives. In order to legitimately comply with most modern discovery requests, it is necessary
to involve a management information systems (MIS) manager, so that you have an
understanding of how data are kept, maintained, archived and retrieved.").
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tapes to which employees do not have access. 15 Employees only have access to those e-mail

saved on their system (comprised of relatively recent e-mail traffic and those few e-mail an

employee has actively chosen to folder and save). 16 As such, the State's method of simply

asking individual e-mail custodians to search for responsive e-mail necessarily leaves vast

quantities of potentially responsive e-mail in the State's possession, custody and control

completely unsearched. 17

Moreover, the State's manual search method completely ignores the e-mail files of

former employees who likely possessed responsive emails and are not in a position to search

their own emails, even the "old-fashioned" way. For example, James Vavra, Bureau

Director of the Bureau of Fee for Service Healthcare Benefits in Wisconsin's Division of

Healthcare Financing ("DHCF"), testified as the State's Wis. Stat. § 804.05(2)(e) designee

that several former employees likely possessed responsive documents, including Mr. Ted

Collins (former pharmacy consultant for Department of Health & Family Services) IS and

Mr. Mark Moody (former administrator for DHCF), I!) to name but two. Ironically, the State

has been willing to search and produce responsive electronic documents from these and

other former employees, but it is unwilling to undertake the task of searching these

15 See Affidavit of Thomas Haukohl (filed by the State with Plaintiffs Reply Brief in Support of
Its Motion to Strike the Affidavit of Matthew Ray) (hereinafter "Haukohl Aff."), attached hereto
as Exhibit 1.
JG Wachtel v. Health Net. Inc., 239 F.R.D. 81, 96 fn31 (D. N.J. 2006) ("[Health Net's outside
counsel's] method of 'searching' emails was to ask certain specific employees to search their own
emails.Inmostcases.this meant that employees were only 'searching' the most recent 90 days
of emails, which means the search was a mere three month window of time often years after the
events that are the subject ofthe litigation took place. It meant that a 'search' was not a search
at all.").
17 See, e.g. Wells v. Xpedx, No. 8:05-CV-2193-T-EAJ, 2007 WL 1200955,*1 (M.D. Fla. April 23,
2007) ("The producing party has the obligation to search available electronic systems for deleted
e-mailsandfiles.") (citingPeskoffv. Faber, No. 04-526, 2007 U.S. Dist. LEXIS 11623 at *13
(D.D.C. Feb. 21, 2007); see also Defendants' Reply in Support of a Motion to Compel the
Production of Emails at 6 n.7 (citing cases discussing the fact that items deleted from an
individual's e-mail files can be recovered by searching the system).
i8 Deposition Transcript of James Vavra (dated Jan. 24, 2007) ("Vavra Tr.") at 72, 96-99.
!'l Vavra Tr. at 131-132.
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individuals' e-mail, presumably because they are no longer around to search their own files

as part of the State's "old-fashioned" method of searching. If these individuals have

responsive Word, Excel, and/or PDF documents, then they certainly also have responsive

emails. Yet, their e-mail has not been searched at all to even determine ifthey possessed

responsive e-mail, much less to produce it. The State's method of asking only select current

Wisconsin employees to search their files for responsive e-mail leaves completely

undiscovered any responsive e-mail sent to or from relevant Wisconsin employees that have

left the State's employ within the last 15 years. 2il

II. The Special Master's Decision Should be Set Aside Because Manual E-mail
Searches are Inherently Inadequate in Large and Complex Cases Such as
this One.

The Special Master erred in denying Defendants' request that the State be ordered

to perform an electronic word search of its e-mail systems for responsive e-mail. 21 Indeed,

20 Board of Regents of University ofNebraska v. BASF Corp., No. 4:04CV3356, 2007 WL
3342423, *4-6 (D. Neb. Nov. 5, 2007); compare with Citizens for Responsibility and Ethics in
Washington v. Department of Justice, 535 F. Supp. 2d 157, 160-63 (D.D.C. 2008) (holding
searches for e-mails of current and former employees pursuant to a FOIA request to be
sufficient where defendant searched not only each current employee's electronic files, but also
conducted electronic word searches of archived records to capture the responsive records of
former employees); Sec. Fin. Life Ins. Co. v. Dep't of Treasury, No. Civ. 03-102, 2005 WL 839543,
*4-5 (D.D.C., April 12, 2005) (holding a FOIA request search to be sufficient where "the
Department interviewed employees, manually searched through office files of... current and
former employees, and electronically searched for documents using key words," specifically by
conducting "various keyword searches on individual employees' hard-drives and email files
and...CD-ROM files.").
21 See "The Sedona Conference Best Practices Commentary on the Use of Search and
Information Retrieval Methods in E-Discovery," 8 Sedona Conf. J. (2007) at 194 (hereinafter
"The Sedona Conference Commentary at _") ("In many settings involving electronically stored
information, reliance solely on a manual search process for the purpose of finding responsive
documents may be infeasible or unwarranted. In such cases, the use of automated search
methods should be viewed as reasonable, valuable, and even necessary."), attached hereto as
Exhibit 2; cf. Victor Stanley, Inc. v. Creative Pipe, Inc., No. MJG-06-2662, 2008 WL 2221841,*6
(D. Md. May 29,2008) ("[C]ompliance with the Sedona Conference Best Practices for use of
search and information retrieval will go a long way towards convincing the court that the
method chosen [for searching electronic information] was reasonable and reliable."); see also
Autotech Technologies Ltd. Partnership v. Automationdirect.com, Inc., 248 F.R.D. 556, 560 (N.D.
Ill. 2008) ("The Sedona Conference is a nonprofit legal policy research and educational
organization which sponsors Working Groups on cutting-edge issues oflaw. The Working Group
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in the present-day electronic age, given the massive amounts of electronically stored

information involved in large and complex litigations, electronic searching is a necessary

and expected tool in discovery. 22 An "old-fashioned" manual search like the one conducted

by the State, in a case as large and complex as this one, is inherently inadequate.2:3 Courts

have repeatedly held manual e-mail searches to be unreliable and insufficient means for

complying with a party's obligation to locate and produce discoverable materials.2t

For example, in Wachtel v. Health Net, the court found employee searches of their

own files for responsive e-mail to be unreliable and insufficient because the employees did

not have access to e-mail older than 90 days.:!;; AsinWachtel,itis apparent that individual

employees would not have had access to all the responsive e-mail they may have sent or

on Electronic Document Production is comprised of judges, attorneys, and technologists
experienced in electronic discovery and document management matters.")
22 "The Sedona Conference Commentary" at 208 ("Particularly, but not exclusively, in large and
complex litigation, where discovery is expected to encompass hundreds ofthousands to
hundreds of millions of potentially responsive electronic records, there is no reasonable
possibility of marshalling the human labor involved in undertaking a document by document,
manual review ofthe potential universe of discoverable materials."); id. at 193 ("A responding
party may satisfy its good faith obligation to preserve and produce relevant electronically stored
information by using electronic tools and processes, such as data sampling, searching or the use
of selection criteria, to identify data reasonably likely to contain relevant information."); id. at
195 ("A consensus is forming in the legal community that human review of documents in
discovery is expensive, time consuming, and error prone. There is growing consensus that the
application of linguistic and mathematic-based content analysis, embodied in new forms of
search and retrieval technologies, tools, techniques and process in support ofthe review
function can effectively reduce litigation cost, time, and error rates.")
2:; Id. at 194 ("[T]he continued use of manual search and review methods [is] indefensible in
discovery involving significant amounts of electronically stored information."); id. at 198
("Historically.. .in the days where most ofthe potentially relevant information had been created
in or was stored in printed, physical form, and in reasonable volumes [] it required only "eyes"
to review and interpret it. However, with increasingly complex computer networks, and the
exponential increase in the volume of information existing in the digital realm, the venerated
process of "eyes only" review has become neither workable nor economically feasible.")
24 See, e.g. id. at 199 ("[T]here appears to be a myth that manual review by humans of large
amounts of information is as accurate and complete as possible... and constitutes the gold
standard by which all searches should be measured. Even assuming that the profession had the
time and resources to continue to conduct manual review of massive sets of electronic data sets
(which it does not), the relative efficacy ofthat approach versus utilizing newly developed
automated methods of review remains very much open to debate.") (emphasis added).
25 Wachtel, 239 F.R.D. at 96 fn31.
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received during the relevant discovery period.26 Similarly, in Wingnut Films Ltd. v. Katja

Motion Pictures, the court found: 27

While some individual employees were asked to collect their e-mails, others
were not; and even those employees who did collect e-mails were given little
or no guidance on where to search (e.g. inbox, sent items, deleted items,
archived folders) or how to conduct their search (e.g. keyword searching).
Indeed, of the eleven individuals Mr. Landon [the employees' supervisor]
spoke to in preparation for the second day of his deposition, only three told
him that they had even looked for e-mails, and Mr. Landon had no
information regarding how those searches were performed. 28

As in Wingnut, it is clear that simply handing Defendants' discovery requests to a group of

unnamed individuals and asking them to search for all documents responsive to those

requests, whether in hardcopy or electronic form, is not sufficient direction or instruction to

ensure that the searches were conducted in a consistent, reliable manner across all

custodians. And, in Board of Regents of University of Nebraska v. BASF Corp., the court

held that the plaintiffs manual search for electronically-stored documents was insufficient

in part because it failed to search the fIles of former employees.~9 As in the BASF Corp.

case, the State here did not search the e-mail files of former employees likely to contain

responsive e-mail.:30

Manual e-mail searches in cases as large and complex as this one are generally

deemed to be unreliable, insufficient, and in some cases, "not a search at all.":)[ The Special

Master's ruling to the contrary, most respectfully, was in error. Indeed, electronic word

searches of e-mail files, including archived files, are commonly expected of parties and are

2r; See generally Haukohl Aff., Ex. 1.
~7 Wingnut Films Ltd., 2007 WL 2758571.
~8 Id. at *13-14.
:w 2007 WL 3342423 at *4-*6.
:30 The Wisconsin Rules of Civil Procedure require the State search for and produce documents
in the State's "possession, custody or control" that are responsive to Defendants' requests. Wis.
Stat. § 804.09(1). Any responsive e-mail sent or received by the State's former employees that
are maintained in the State's e-mail system are in the State's possession, custody or control, and
thus subject to discovery.
~n Wachtel, 239 F.R.D. at 96 fn3I.
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considered sufficient, reliable, and considerably less burdensome than a manual review.::l~

In cases where manual e-mail searches like the one performed by the State have been found

to be insufficient or inadequate, courts have routinely ordered electronic keyword searches

to locate responsive e-mail,:~:l including ordering the hiring of outside vendors to perform

those searches if a party is unable to carry them out itself.

For example, the Wingnut court wrote:

At the very least, [Defendant] should have charged its in-house information
technology professionals with responsibility to ensure that all of the
company's servers and individual computers were searched, and that they
were searched in a manner that was reasonably calculated to capture all
responsive documents (e.g. keyword searches of electronic documents and e­
mails). To the extent this could not be accomplished in-house, [Defendant]
should have retained an outside vendor. Instead [Defendant] practically
disregarded its obligation to produce electronic documents at allJI

Similarly, in BASF Corp., the court required plaintiff to search all of the electronic files of

its current and former employees who participated in the project at issue in the case. This

included a search of "all records in the University's document or data storage or archive

system, including electronically stored information and files received from present and

former employees.":)5 The court further ordered that to the extent "reading or obtaining

access to electronically stored information, including previously deleted electronically

stored information, requires the work of a computer forensic analyst," that plaintiff

~l~ See "The Sedona Conference Commentary" at 200 ("Courts have not only accepted, but in
some cases have ordered, the use of keyword searching to define discovery parameters and
resolve discovery disputes."); see also Citizens for Responsibility and Ethics in Washington, 535
F. Supp. 2d at 160-63; Sec. Fin. Life Ins. Co., 2005 WL 839543 at *4-*5.
:1:1 See Alexander v. FBI, 194 F.R.D. 316, 323 (D.D.C. 2000) (parties agreed to search e-mail for
40 individuals, utilizing 36 search terms); Proctor & Gamble Co. v. Haugen, 179 F.R.D. 622, 632
(D. Utah 1998) (sustaining in part magistrate's order authorizing keyword searches of 25 terms
in electronic databases); see also Bennett, Steven C., E-Discovery by Keyword Search, ALI
Practical Litigator, 15 No.3 Prac. Litigator 7, at *16 (May 2004) ("[T]here can be little question
that keyword searching as an e-discovery technique is here to stay... [R]apidly developing
technology has brought us to the cusp of an age in which keyword search technology moves from
rare, expensive and diverse to near-universal, cheap and standardized.")
~H Wingnut Films Ltd., 2007 WL 2758571 at *13-14 (internal citations omitted).
:Jii BASF Corp., 2007 WL 3342423 at *6.
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"contract with such an analyst at its expense to ensure that all electronically stored

information is searched for documents covered by the court's order."36

III. Performing Electronic Word Searches for Responsive E-mail is Neither
Expensive Nor Overly Burdensome for the State.

Finally, although the issue was presented to the Special Master, the Special Master

did not reach the question of the feasibility of searching the State's e-mail system. If he

had, he would have seen that Defendants have presented undisputed evidence that the

utilization of software to allow the State to perform electronic word searches of its

Groupwise e-mail system would be neither overly burdensome norcostly.il7 Defendants

have identified at least two software packages that would allow the State to perform such

searches. The first, called ISYS System Software, has been used successfully in other

pending AWP litigations by state plaintiffs that have claimed difficulty in conducting

electronic searches. iJ8 It costs approximately $699 to procure the softwareyJ The second

software package is called "Gwava-Reveal," and is specifically designed to permit searches

of GroupWise e-mail on an individual custodian basis. 40 The cost is a mere $20-25 per

machine. 41 The software is easy to use; the State's IT personnel could quickly learn how to

use it to identify and collect e-mail responsive to the issues in this case. 43 Importantly, the

State has offered no evidence disputing this point, or contradicting Matthew Ray's affidavit

36Id.
:)7 See generally Mfidavit of Matthew Ray, attached as Exhibit A to Defendants' Motion to
Compel (explaining that searching the State's e-mail system would be quite feasible using
"Gwava-Reveal" software) ("Ray Aff."); see also Disability Rights Council of Greater Washington
v. Washington Metropolitan Transit Authority, 242 F.R.D. 139 (D.D.C. 2007) (compelling a
governmental entity to produce e-mail created under a GroupWise e-mail system like that used
by the State).
i38 See E-mail from J. Walker to F. Remington at ~ 3 (March 20,20075:26 PM), attached as
Exhibit 7 to Defendants' Motion to Compel.
:j~J Id.
·10 See E-mail from J. Walker to F. Remington (June 28,2007 11:55 AM), attached as Exhibit 12
to Defendants' Motion to Compel.
4J Id.
e See Ray Aff. at ~ 7.
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testifying that implementation of Gwava-Reveal software would be neither difficult nor

expensive, and that it would allow electronic word searches for responsive e-mail on the

State's Novell Groupwise e-mail system. Alternatively, the State could retain outside

consultants to perform e-mail searches, or Defendants' own consultants could perform the

searches as has been done in other cases, such as the Nevada and Montana AWP

litigations.

Despite repeatedly claiming that searching for e-mail would be overly burdensome

and difficult, the State has never offered reasons why the implementation of the majority of

these methods4~Jwould be unfeasible or would not reduce the State's purported burden.

Bottom line, the record before the Special Master contained unrebutted evidence that there

is existing, inexpensive technology rendering the State's complaints regarding the burden

of e-mail searching moot.

Given the inadequacy of the State's search to date (and of manual e-mail searches

generally in large and complex cases such as this one) and the existence of relatively

inexpensive and easy to use software packages that would permit the State to perform

electronic word searches with relative ease, Defendants request the Court order the State

to perform an electronic word search of the limited number of custodians identified by

Defendants using the parties' agreed upon search terms."1

4;] The State once noted that implementing the ISYS System Software might be "tricky," see
Letter from F. Remington to S. Barley at 1 (April 4, 2007), attached as Exhibit 2 to Defendants'
Motion to Compel, but has never addressed the feasibility of any of the other potential methods
Defendants have suggested.
,(·1 See "The Sedona Conference Commentary" at 200-201 ("Because ofthe costs and burdens (if
not impossibility) of reviewing increasingly vast volumes of electronic data, it makes sense for
producing parties to negotiate with requesting parties in advance to define the parameters of
discoverable information. For example, parties could agree on conducting a search of only files
maintained by relevant or key witnesses...They often can also agree to a set of key words
relevant to the case.").
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IV. The State's Argument that It Cannot Search for and Produce Responsive
E-mail Because Defendants' Document Requests Were Overbroad is
Baseless.

The State has also argued that it was unable to perform adequate e-mail searches

because, it contended, this Court had previously ruled that Defendants' document

production requests were overbroad. The Special Master did not reach this issue, and,

contrary to the State's assertion, this Court has not held that the Defendants' document

request was "overbroad" or "defective." Rather, the Court found that two of the definitions

contained in one set of Defendants' requests-the definitions of the terms "the plaintiff' and

"document"-precluded the issuance of a hold order requiring the State (as defined) to

preserve all potentially relevant documents (as defined). Furthermore, nothing in the

Court's decision suggests the alleviation of the State's duty to respond to Defendants'

requests or to conduct an adequate search for responsive e-mail.

Moreover, since this Court's decision, Defendants have narrowed their definition of

"the plaintiff' through negotiation between the parties, and, at least for purposes of the

present motion, have narrowed the parameters of the State's search to a limited number of

custodians, all of whom are employees of the specific State entities the State agreed to

search in its Response to Defendants' Second Document Request.!i) Similarly, Defendants

have also limited for purposes of this motion the definition of "documents" to e-mail in the

possession, custody or control of the State that was sent or received by a limited number of

individual State employees during the relevant discovery period.

15 Specifically, Plaintiff stated that it "directed its search for documents with inquiries to the
following: The Department of Health and Family Services, the Department of Administration,
the Legislative Fiscal Bureau, the Legislative Council, and the Office ofthe Governor ofthe
State of Wisconsin." Response to Defendants' Second Document Request at 2 (Aug. 21, 2006),
attached as Exhibit 1 to the State's Response Brief.
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As such, the Court's decision in an entirely different context has no bearing on the

State's objection to conducting searches that it has, in essence, already agreed to undertake.

Indeed, even if there had been an overbreadth issue with respect to Defendants' document

requests, the search for responsive e-mail has been narrowed to a finite list of individuals

using a finite list of search terms, rendering any argument of overbreadth entirely moot.

CONCLUSION

For the foregoing reasons, Defendants respectfully request this Court set aside the

ruling of the Special Master and order the State to perform an electronic word search of the

limited number of custodians identified by Defendants using the parties' agreed upon

search terms.

July 16, 2008

Respectfully submitted,

m M. Conley, SBNjlOO~M-~·
Fol y & Lardner LLP
15 ast Gilman Stre
Ma son, WI 53703
608-257-5035 (phone)
608-258-4258 (fax)

Steven F. Barley
Joseph H. Young
Jennifer A. Walker
Hogan & Hartson LLP
111 S. Calvert St., Suite 1600
Baltimore, MD 21202
410-659-2700 (phone)
410-539-6981 (fax)

Attorneys for Amgen Inc.
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EXHIBIT 1



STATE OF WISCONSIN

STATE OF WISCONSIN,

Plaintiff,

v.

AMGEN INC, et. at,

Defendant.

CIRCUIT COURT
BRANCH 19

DANE COUNTY

Case No. 04 CV 1709

AFFIDAVIT OF THOMAS HAUKOHL

STATE OF WISCONSIN )
) SS.

COUNTY OF DANE

I, Thomas Haukohl, being duly sworn, deposes and states:

1. I am presently the Technical Services Section Chief at the Department of Health and

Family Services. I have been the Technical Services Section Chief since 2006. I began

employment at DHFS in December, 1999 as LANIWAN Services Unit Manager.

2. As Technical Services Section Chief my responsibilities include overseeing all technical

services and the technical services staff for the Department. Technical services includes hosting

email services for the Department, including the GroupWise email system.

3. I graduated from the University of Wisconsin at Madison with a Bachelor of Sciences

degree in Computer Sciences in 1993. After graduation I was employed with the Madison



Metropolitan School District as a micro computer specialist. 1 also oversaw the GroupWise

system for the Madison Metropolitan School District.

4. The GroupWise system at DHFS is a management system for calendaring and messaging

used py DHFS employees to schedule appointments and exchange electronic mail. Individual

employee's electronic mail may be in two different locations. One group of messages is active

in the system, which means these messages are on-line and available for employee use. The

other group of messages are stored off-line on magnetic tape as backup. These backup tapes are

point in time copies of online messages, but stored in archival format for use of system restore

capability in the event of system failure or accidental account deletion.

5. Existing email account!! active in the DHFS GroupWise system can be searched

manually, account by account, for messages 'that have not been deleted and emptied by the user.

This means one of my staff would have to access each employee account individually only after'

either acquiring the employee's password or by manually changing the employees password

from a central location. Under department procedure this search could only be done after

coordination through each division security officer and each employee's supervisor. The

individual employee would not have access to his or her email account while this search is

performed.

6. I estimate that for each existing email account that is currently active, it would take about

one hour per employee to search his or her account. This amount of time does not include the

time necessary to coordinate with the security officer and the employee's supervisor. I know

from past experience that the coordination process is time consuming and difficult to estimate.

My best estimate of time for this coordination would be one hour of my staffs time, plus the

time expended by the security officer, the supervisor and the individual employee.

-2-



7. For all emails that are not online in an active account and only exist on backup tape, a

search may be made if the account is restored from backup and place onto a newly created and

isolated email server and post office. This means effectively for the messages only available on

backup tape, my staff would have to build a new email post office and server so as to not affect

DHFS production systems.

8. DHFS runs a nightly backup of email accounts which includes a point in time copy of the

messages that have not been deleted by the employee. The nightly backup tapes are retained

until a full week-end backup is run which is also a point in time copy of all messages in each

account at that time. The weekly full backups are retained for one month until a month end

backup has been run, which is also a point in time copy. All backups generated during the

previous month are gradually written over during the following month as are replacements are

created. Month end backup tapes are retained for two years. As of today, there are no backup

tapes prior to October 2005.

9. A restore can be initiated from any of the backups mentioned above in order to retrieve

data from that particular point in time. Restoring an individual GroupWise account from one

these backups requires several hours of work by multiple system administrators to perform.

When multiple user accounts and periods of time need to be reviewed, the time requirements and

burden mounts.

10 Based on my knowledge and experience, I estimate that it would takes approximately

eight hours of time to restore each backed up account per account, comprised of approximately

four hours of time for the backup administrator and four hours for the email administrator. It is

possible that for one employee all twenty four tapes would need to be restored consuming 194

hours of work.

- 3 -



II. After restore, the time and process necessary to search the newly restored account would

be described in paragraph six above for each account.

12. As Technical Services Section Chief I am familiar with the workload of my Section. If

the work described above was required, it would negatively affect operations and take staff time

away from critical system maintenance and support. I have neither the money or authority to

hire additional staff to do this work. This project would, in my opinion, be major disruption to

my Section and the Department.

13. I have reviewed the affidavit and supplemental affidavit of Mathew Ray. Mr. Ray does

not recognize the existence of backup copies stored on magnetic tape nor does his estimation of

time and cost.

Dated this 8th day ofNovember 2007.

THOMAS HAUKOHL

Wisconsin Department of Justice
Post Office Box 7857
Madison Wisconsin 53707-7857
(608) 266-3542
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Preface and Acknowledgements

Welcome to another major publication in The Sedona Conference Working Group Series (the
"WGS"). Best Practicu Commentary on the Use o/Search and JI/formatfon Retrieval Mefhods In E-Discovery.
This effort is an outgrowth of our Working Group on Electronic DocuJmllt Retention and Production (WG I)
and represents the work of its Search and Retrieval Sciences Special Project Team. consisting oca diverse
group of lawyers and representatives of firms providing consulting and legal services to the legaltcch
community.

The mission of the Search and Retrieval Sciences Special Project Team has been to explore the
nature of the search and retrieval process in the context ofeivillftigation and regulatory compliance in the
digital age. The goal oflhis Best Practices Commentary is to provide the bench and bar with an educational
guide to an area ofe-discovery taw that we believe will only become more Important over time. given the need
to accurately and efficiently search for relevant evidence contained within the exponentially increasing
volumllS of electronically stored information (ESt) that are stored and made subject to litigation, investigations.
and regulatory activitillS. We also understand that the subject of what constitutes best practiCllS in this area will
necessarily be subject to change, given the accelerating pace of technological developments that the law is
struggling to keep up with. We hope that our efToru will assist the legal profession in this area, and we
welcome all feedback at tsc@sedona.neI.
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who took the lead role in editing the Commentary, along with aU of the special contributions of his fellow Co­
chairs of the Search and Retrieval Sciences Team, M. James Daley and Ariana J. Tadler. I also wish to
acknowledge the invaluable editorial assistance provided on one or more successive drafts by senior
contributing editors Thomas Y. Allman, M. James Daley. and George L. PauJ, as well as the drafting
contributions provided along the way by Macyl Burke. Christopher COllon. Matthew Cohen. Conor Crowley,
Sherry Harris. William Herr, Joe Looby. Stephanie Mendelsohn. Dan Regard. Herbert Roitblat, Sonya Sigler.
and Stephen Whetstone. Lastly, I wish to acknowledge that meny other individuals in WG I, including on the
Search and Retrieval Seiences Special Project Team and the RFP+ Vendor Panel, spent time in collaborating
on earlier proposals for material to be included in the Commentary. On behalf of Richard Braman, Executive
Director of The Sedona Conference, I wish to thank everyone involved in devoting their time and attention
during the drafting and editing process.

Kenneth J. Withers
Director, Judicial Education and Content
The Sedona Conference
June 2007
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Traditi01UlIApproaches To SeArching For Rslnant Evidnu:e
Are No Lonpr PractkaJ Or FiNlnciaJJy Feasible

VOL. VIII

Overview

Discovery of the relevant information gathered about a topic in dispute is at the core of the
litigation process. I However. the advent of "e-diso>very" is causing a rapid transfotmation in how that
information is gathered. While diso>very disputes are not new, the huge volume of available
electronically stored information poses unique challenges. Just a few years ago, a parry seeking to
review informacion for production to the other side in a "large" document review case might have
been concerned with hundreds of "banker's· boxes of documents.

Today. that same amount of data might be found on a single computer hard drive.'
Moreover. as the ability to create and store massive volumes of decrronit information mushrooms, the
cost to srore mat information inversely plummets. In 1990. a typical gigabyte of storage cost about
$20,000; raday it cosrs less than $1 doUar. AT. a result, more individuals and o>mpanies are generating.
receiving and storing more dara, which means more information must be gathered. considered.
reviewed and produced In litigation. But, wltb billable rates for junior associates at many law firms
now starting ar over $200 per bour, the o>st to review JUSt one gigabyte of data can easily exceed
$30,000.' These economic realities - /.r•• the huge O>St differential between the $1 to store a gigabyte
of data and the $30.000 to review it - act as a driver in changing the traditional auitudes and
approaches of lawyers. clients. courtS and litigation suPPOrt providers about how to search for relevant
evidence during discovery and investigations. Escalarlng data volumes into the billions of ESI objecrs.
review 0>5(5. and shrinking diso>very timetables, all add up to equaling the need for profound change.

AT. discussed below in this Commentary. just as technology has given rise ra mese new
litigation challenges. technology can help solve them. too. The emergence of new discovery strategies,
best practices and processes. as weU as new search and retrieval technologies. are transforming the way
lawyers litigate and. coUectively. offer real promise that huge volumes of information can be reviewed
faster. more accurately, and more affordably than ever before. The good news is that search and
retrieval systems are improving and expanding, buoyed by a huge economic wave of activity aimed at
improving the "search" experience for users generally.' For example. advanced furms of search
techniques, including various forms of fuzzy logic, text mining and mnchine learning all automatically
organize electronically stored information in new ways not achieved by past mort tiuniliar methods,
including the simple use of "keywords" as the only automated aid to o>nducting manual searches.
Although we are at the dawn ofa new era, these new techniques hold the potential to increase both
accuracy and efficiency. Through statistical sampling and validation techniques we can then conflrm
the accuracy of the results of either traditional or alternative forms of search, retrieval. and review,

New chaUenges require new solutions. This Commentary aspites to serve as a guide to
enable both the bench and the bar to become more familiar with the new challenges presented by
needing to search and retrieve electronically stored information. The Commentary seeks to identify
ways to address chose challenges. and select the best solution to maximize the just. speedy, and
inexpensive determination of every action, consistent with Federal Rule of Civil Procedure I.

HIWo4." r.,lw. 329 u, S. 495. 507 (J94n("Murval k.owIcdSC of all me rd...... f:leU fi1.hcrod by both p=i<s ~ csocn,bl to p,apc,lih!:";on").
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Executive Summary

Discovery has changed. In JUSt a few yean, the review process needed to identify and
produce information has evolved from one largely involving the manual review of paper documents to

one involving vastly greater volumes of electronically stored information.

A perfect review of the resulting volume of information is not possible. Nor is it economic.
The governing legal principles and best practices do not require perfection in making disclosures or in
responding to discovery requests.

The Sedona Conference- has helped establish the benchmarks governing the evolution and
refinement of reasonable, good faith practices for searching intimidating amounts ofdata. Principle 6
ofThe Sedona Principles, Second Edition (2007) notes that "[rJesponding parties are best situated to
evaluate the procedures, methodologies and technologies appropriate for preserving and producing
their own electronically stored information; and Principle 11 amplifies the point by stating that "[a]
responding parry may satisfy its good faith obligation to preserve and produce relevant electronically
Stored information by using electronic tools and processes. such as data sampling, seal'ching, or the
use of selection criteria, to identify data reasonably likely to contain relevant information."

This Commentary discusses the existing and evolutionary methods by which a party may
choose to search unprecedented volumes of information. As the practice of using these "search and
retrieval" technologies - the generic term we will utilize in this Commentary - continues to advance.
a new undemanding will evolve about what is "reasonable" under the particular circumstances of
those technologies. Thus, the challenges addressed by this Commentary go beyond litigation and
encompass all aspects of the search and retrieval of information from large volumes of data.

The ReyolqrloQ in Disroyery

JUSt a few years ago all information was stored on physical records such as paper. There
was typically only one original document. and the number of duplicative r;(lpies and their location
was generally limited. Administrative assistants. file clerks. rer;(lrds managers and archivists
developed expertise in managing the storage. generally pursuant to pre-existing file systems. It was
rr:asonable. and indeed relatively easy in all but the exceptional case, for the legal profession to
gather and then manually review all the individual items collected as part of the diKovery process
prior to their production.

But with the digital revolution there has also been a paradigm shift in the review process
which is feasible. The shift of information storage to a digital realm has, for a variety of reasons,
caused an explosion in the amount of information that resides in any enterprise-profoundly affecting
lirigation. This massive amount of electronically stored information is distributed broadly among
different storage devices, from large mainframe computers, to tiny machines capable of storing
information equivalent to several warehouses of documents each. all of which are or can be integrated
into other systems. These systems are complex, interdependent. and evolve sponraneously, Uke
ecosystems. It is often impossible to find one person, or even one discrete group of people, who
completely undemand the workings of this new form of "information ecosystem."

Finally, added to the search and retrieval challenge is the filct that a large percentage of the
records being searched are expressed in human IIlnguage. Dor just numbers. Human language is an
inherently elastic. ambiguous "Uving" tool of enormous power. Its elasticity allows for private codes
and vocabularies to exist in different subcultures in any enterprise, thus making the identification of
the "words" to be searched much more challenging.

Essential Conclusions orlhis Commentary

This Sedona Confetence- "Best Practices Commentary on the Use of Search and
Information Retrieval Methods in E-Discovety" strives to set forth state-of-the-art knowledge abour
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meeting the. challenge of searching enormous databases for relevant information. and then retrieving
that information with a minimum of wasted effort.

By way ofsummary. we set forth our conclusions about the Problems and their Solutions.
and summarize our Pracrical Advice which the balance of the paper articulates.

Problems

Exponential growth in informational records is a critical challenge ro the Justice system.

Electronically srored information contains human language. which challenges
computer search tools. These challenges lie in the ambiguity inherent in human
language and tendency of people within organizations or networks ro invent their own
words or communicate in code.

The comparative efficacy of the results of manual review versus the results of
alternative forms of automared methods of review remains very much an open maner
of debate. Moreover. simple keyword searching. while itself a valuable tool. has certain
known deficiencies.

Solutions

Much that is useful in selecting information for production in discovery can be
learned from other disciplines. including: information retrieval science; the study of
linguistics; and implementation of effective management processes. to name Just a few.

Alternative search tools are available to supplement simple keyword searching and
Boolean search techniques. These include using fuzzy logic to capture variations on
words; using conceptual searching. which makes use of raxonomies and ontologies
as.~embled by linguists; and using other machine learning and teXT mining tools that
employ mathematical probabilities.

It may be useful and appropriate to seek agreement on ways to measure and evaluate
the effectiveness of the search and retrieval process. The metrics currently used in
information science. such as ·precision" and "recall." as well as more involved concepts
are worth studying.

Practical Advice

Practiu Point J. /n many mtingr involving eketronicaliy Itored information, relianu Iokly on a manUilI
Iearch process for the pUrpOIe offinding relpomiVl! documentJ may be inftllSibk or
unwarranud. /n IUch casu. the UIe of4I4tomaud uarrh method! should be lJitwtd as
realonabk. valuabk. and even necmary.

Practice Point 2. Sucms in uling any automaud search method or technofDgy wiD In enhanced by a weD­
thought out proem with mbstantial human input on the front end.

Practice Point 3. The choice ofa specific search and retrielJlll method will be highly tkpendmt on the
ipecific legal context in which it is to be employed.

Practice Point 4. Partiu Ihoutdperform due diligeMe in chooling a particular infirmation retrieval
prodlKt or service from a vendor.

Practice Point 5. The use ofuarch and infirmation rmieval tools does not guarantee that aU ropomive
do~ments wilt be idmtified in !Arg~ d.ua cotkcrionr. due to characuristicr ofhuman
i4nguage. Mortowr. differing search methods may produce differing mults, IlIbj~et to a
measure rJjsratistical lJarilltion inhmnr in the scimet ofinfirmation re~aL
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Pramu Point 6. ParutJ should mak~ a guudfaith arumpt t() (()llAhorat~ ()n th~ IIU ofparticuilZr uarch
and infunnatWn retriroaITMth()ds. tlJols and protoc()ls (including as tlJ kryworth.
conuptr. and othrr typN ofsearch parametm).

Pracric~ Point 7. Partia shollld expm that thrir choicr ofsearch methodology wiU nm' to b~ apilZin~d.

rithrrfurma/iy or infunnalJy. in sllbUifWnt kg41 contcct1 (including in tkpositions.
~vidmtiary procudingr, and trillls).

Practiu Point 8. Partin and tM courts shoula br akrt to n= and roolving search and infurmation
ntrinJa/ methods.

How The Legal Community Can Contribute to The Growth of Knowledge

A consensus is forming in the legal community that human review of documents in
discovery is expensive, time consuming. and error-prone. There is growing consensus that the
application of linguistic and mathematic-based content analysiS. embodied in new forms of search and
retrieval technologies. tools. techniques and process in support of the review function can effectively
reduce litigation COst. time, and error rates.

Recommendadons

1. Th~ kgal community should support C()/laboratiw m~arch with th~ sdmtific lind 4cadenic ucton
aimrd at eJtablishing tlu iffictUy ()fa rang~ of411tomaud wzrch and infurmati()n rrtriroal mrthods.

2. Th~ kga/ community shoula mcouTag~ th~ ntablislrmmt ofobjectiw benchmarking criuria. fur UJ~ in
lISSiiting ilZwyers in nJll/uating th~ comp~titiw kga/ lind T~uilZtory search lind "trirolll services markn.

Members ofThe Sedona Conference- community have and will continue to participate in
collaborative workshops and other fora focused on issues involving information retrieval. The Sedona
Conference- intends to remain in the forefront of the efforts of the legal community in seeklng out
centers of excellence in this area, including the possibiliry of fostering private-public partnerships
aimed at focused research.
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1. INTRODUCTION

VOL VIII

The exponential growth in the volume of electronically stored information or "ESIM found
in modern enterptlses poses a substantial challenge to the justice system. Today, even routine discovery
requests can require searches of the storage devices found on mainframes, servers, networked
workstations, desktops and laptops, home computers, removable media (such as CDs, DVDs and
USB flash drives), and handheld devices (such as PDAs, cell phones and iPods). Complicating things,
such information is now almost alway> flowing robustly throughout a "network,M in which it has likely
been replicated, distributed. modified, linked, atrached, accessed, backed-up, overwrirren. deleted.
undeleted, fragmented, de-fragmented, morphed and multiplied. Discovery requests for e-mall, as one
common example of ESI, often require searching and retrieving information from thousands to
millions or even tens of millions of indlvidual messages, with arrachments in various file fotmats.

The volume and complexity of this electronically stored information highlights several
issues: First, whether automated search and information retrieval methods are reliable and accwate?
Second, whether the legal profession has developed the skills, know-how and processes to use such
automated search and retrieval methods intelligently, when applied to huge data sets, in way> that are
defensible under the rules governing discovery? Yet another issue is what impact, if any. the changes to
the Federal Rub governing e-discovery will have on the search and retrieval process?

The Sedona Principles, Second Edition (2007) issued by The Sedona Conference- have
endorsed several highly pragmatic and relevant consensus best practices relevant to this discussion.S

First, Principle 6 provides that responding parries are in the best position "to evaluate the
procedures. methodologies, and technologies appropriate or preserving and producing rheir own
dectronically stored information: Principle 1\ expands this concept to include the use of "dectronic
tools and processes. such as dara sampling, searching, or the use of selection criteria, to identify dara
reasonablylikely to contain relevant information."

Second, the Commentary to Principle 11 provides that the "selective use of keyword
searches can be a reasonable approach when dealing with large :unounts of electronic data," and goes
on to state that it "is also possible to use technology to search for 'concepts: which can be based on
ontologies, taxonomies, or dara clUStering approaches. for example."' This exploits a unique feature of
electronic information - the ability to conduct fasr, iterative searches for the presence of patterns of
words and concepts in large document populations. The Commentary to Principle 11 also states (hat
"[c]OUfts should encourage and promote the use of search and retrieval techniques in appropriate
circumstances," and suggests that "[i]deaJly. the parries should agree on the search methods, including
search terms or concepts, to be used ali early as pracricable. Such agreement should take account of the
iterative nature of £he discovery process and allow for reflnemem as the parties' understanding of the
relevan( issues develops.'"

Third, the Sedona Conference- has recogniud that "there are now hundreds of companies
offering electronic discovery services.'" This is also true of search and information retrieval products
and services for use in legal contexts - which form a subset of a burgeoning sector of the economy
devoted to improving users' "search" experience. However, there remains substantial confusion as to
the srrengths and weaknesses of such tools, Legal practitioners have a need for guidance as to the
appropriate use of search and information retrieval technologies. Such guidance can help practitioners
judge the relative costs and benefits of such tools in specific cases.

This Commentary is designed to help educate the justice system - artorneys, judges and
litigants alike - about "state of the art" search and reuieva! tools, techniques. and methodologies, and
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c,"frrr1f~·\RrtJ.;1I;f G~1I1 Snits. 2D07) i7M SaUnA PrmtIlIn. ~NIEIIIIII,,.. 2007'. _Jttl~Mt IJ www,bnrdooomnfe:n;ng; gl£,.
1J..Comnk1l.rl1.a.
Il/.
Tn, Sf"... Cmtfm",," Bm i'r«tiUf f" ""~ .fe.m..i< DiJ'!""l V...un: Mwipli"t "" V,""" ""',.,-l p,.,,,, (2007), ...,;/4,,, '"
buP-l!wwwtheecdonsConCuM"mg/mnrcnrlmiFfjflk5/BEp Papcrpdf.
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how they can best be used as part of an overall process to more efficiently manage discovery. This
discussion includes me critically important concept of an integrared process of search and retrieval;
rhe abiliry to differenriate among different search merhods; how to eva1uate such differences; and whar
questions to ask before using any particular memod or product in a speciAc legal setting.

The legal community is familiar wim keyword and natural language searches on Westlaw·
and Lexis· in the context oflega! research, and to a lesser extent the use of "Boolean" logic to
combine keywords and "operators" (such as "AND; "OR" and "AND NOT' or "BUT NOT") that
prodlKe broader or narrower searches. However, the use of keyword, Boolean. and orner search and
retrieval tools to narrow information to be reviewed for production in discovery is relatively recent.'
Moreover. to date, the relative efficacy ofcompeting search and retrieva1 tools used to accomplish
production review simply have not been measured. The Held is wide open for the development of
search and Informarion retrieval best practices that take into account various alternative search and
retrieval memods. These methods extend from improvements in basic keyword searching. to more
sophisticated systems that use mathematical algorithms and various forms of linguistic techniques ro
help find. group and present related content.

Whar foUows is an in-depth anal)'liis of the problems lawyers confront In managing massive
amounts of c1ata in discovery, including how search and retrieval techniques are used in everyday
practice and the key element of"process." This Commentary also provides background on the field of
information retrieval and describes the world of search tools. techniques and methodologies thar are
currently commercially available. It also includes a "practice pointers" guide on me factors to consider
in making an overall legal evaluation among different search methods. both on a conceprual and
practical level. In a concluding section. the future of search and retrieval efforts is discussed. A more
technical discussion of various search methodologies is included in an Appendix. Where appropriate,
reference will be made to technical definitions found in the updated Sedona Glossary.

II. THE SEARCH AND INFORMATION REnuEYAL PROBLEM

CONFRONTING LAWYERS

The discovery process of today is drowning in pOtential sources of information. l"e
exponential increase in volume, especially since the mld.I990s. is principally due to the impact of the
PC revolution, the widespread use of email and the growth of netWorks. Indeed, me implication of
mis growth in volume is that it places at severe risk the justice system's ability to achieve me kjUSt.
speedy and inexpensive" resolution of disputes. as contemplated by Rule 1 of me Federal Rules of
Civil Procedure.

The /We ofa Crushing Volume ofInformation in the Digital Realm

A hisrory of the computer and information technology advances occurring since the mid­
1970s is beyond the scope of thIs Commentary. Suffice it to say that over the last 30 yean. there ha.~

been a fast-paced and widespread shift from civilization's original physical information storage
technologies to new, digital informarion storage technologies. This "digital realm" was created by an
acc;;retion of technological advances. each built on preceding advances, which cogether have tesulted
in as fundamental a shifr in the way information is shared as that which occurred in 1450 when
Johannes Guttenberg invented the printing preSli. Included among the advances contributing to the
new "digical realm" ate the invention of the microchip, the development and diffusion of the

9 1"lta1: may be: • roIc (or ... of """e type oflWen ood relri.... ,edonoloJr In dlschorging obIloal_ lD praavc ESI, os well as duriog Ihe Initi21
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personal computer, the spread of various types of networks linking together both computers and
other networks, the rise of e-mail and its dominant use in the business world, the plunging cost of
computing power and storage, and of course, the spread of the Internet and with it, the World
Wide Web. '0

By the mid-1990s, netwOrked computers and meir storage devices had created a true
information-based society, with a constant flow of messages in all forms happening on a 24/7 basis.
For example. studies reflect that the average U.S. worker sends and receives 100 e-mails per day. The
she and nature of the attachments lO these emails is also growing, with increased imegration of image,
audio and video fues. Most recently. there has been a similar explosion in the use of instant messaging
throughout business enterprises. In many organizations, the average worker maintains several
gigabytes of slOred data. II At the same time, the COStS of storage have plummeted from $20,000 per
gigabyte in 1990 to less than $ I per gigabyte today.n Existing technologies are only beginning to
grapple with providing a viable automated means for applying records retention requirements,
including the ability to implement legal holds, in the new ESI world.

Companies have continued to aggressively leverage technology to increase productivity. No
one really <;anttols how, where. how many times. and in how many forms information is stored. For
example. the same Word documents can be found on e-mail attachments. local hard drives. netwOrk
drives, document management systems. websites. and on all manner of removable media, such as USB
fla..h drive$. CDs, DVDs. and so on.

Discovery During the Recmt Past: ManagUlb/e Amounts ofPhyskll//Y Suma Informsztion

Historically. ourside counsel played a key role in the discovery process. and the process
worked simply. Litigants. assisted by their counsel, idemifled and collected information that was
relevant to pending or foreseeable litigation. Coumel reviewed the information and produced any
information that was relevant and not otherwise protected from disclosure by the attomey.dient
privilege. the anomey work product or by trade seaet protections.

This worked fine in the days where most of the potentially relevant information had been
created in or was slored in printed. physical form. and in reasonable volumes so that it n:quired only
"eyes" to review and interpret it. However. with increasingly complex computer networks. and the
exponenrial increase in the volume of information existing in the digital realm, the venerated process
of "eyes only" review has become neither workable nor economically feasible.

The COSt of manual review of such volumes is prohibitive. onen exceeding the damages at
stake. Anecdotal reports indicate thal the cost of reviewing information can easily exceed thousands of
dollars per cuslodian. peT roellf, for collection and anorney review. Utigants often cannot afford to
review all available electronically nored information In the time permitted for discovery.U Moreover,
efforts to reduce time and cost by use of "claw back"" provisions are problematic because of the risk
of disclosute of sensitive proprietary and privileged information, as well as the risk of privilege waiver
that can be imposed by substantive law, irrespective of new changes in procedural rules.

Accordingly. the conventional discovery review process is poorly adapted to much of roday's
litigation.'> Lawyers of all stripes therefore have a vital interest in utilizing automated search and
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retrieval tools where appropriate. The plaintiff's bar has a particular interest in being able to efficiently
extraa leey information received in mammoth "document" productions. and in automated toob that
facilitate me process. The defense bar has an obvious inrerest in reducing attendant costs. increasing
efficiency. and in bener risk-management of Iitigarion (including reducing surprises). All lawyers.
clients. and judges have an interesr in maximizing the quality of discovery. by means of using
automated tools that produce a reliable, reptoducible and consistent prnduct.

Ideally. then. Judges and litigants should strive to inctease their awareness ofsearch and
retrieval sciences generally, and of their appropriate application in discovery. Some technologies have
been used for years to produce documents from large litigant document darabases. bur often without
much critical analysis. The legal system may benefit from the rich body of research available through
the information retrieval and library science disciplines. The discussion that follows is de.~igned to
provide a common framework and vocabulary for proper application of search and retrieval
technologies in this new "age of information complexity" in the legal envitonment.

Th~ R~igllingMyth of"Perfta" Retrinlal Unng Traditio,"" MutlS

It is not possible to discuss this issue without noting that thete appears to be a myth that
manual review by humans of large amounts of information is as accurate and complete as possible ­
perhaps even perfect - and constitUtes the gold standard by which all searches should be measured.
Even assuming that the profession had the time and resources to continue to conduct manual review
of massive scts of electronic dara sctS (which ir does not). the relative efficacy of that approach versus
utilizing newLy developed automated methods of review remains very much open to debate.
Moreover, past research demonstrates the gap between lawyers' expectations and the true efficacy of
certain types of searches. The Blait and Maron study (discussed below) reflects that human beings are
less than 20% to 25% accurate and complete in searching and retrieving information from a
heterogeneous set of documents (i.~., In many data types and formats). The Imporrance of this point
cannot be overstated, as it provides a critical frame of reference in evaluating how new and enhanced
forms of automated search methods and tools may yet be ofbeneflt in litigation.

Although the continued use of manual search and review methods may be indefensible in
discovery involving significan( amounts of electrOnically stored information, merely adopting
sophisticated automated search tools, aJone, will not necessarily lcad to successful resulrs. Lawyers
must recognize that. just as important as urill:r.lng the automated tools. is tuning the PrtJCtJS in and by
which a legal tearn uses such tools, including a close involvement oflead counsel. This may require an
iterative process which Importantly utilizes feedback and leaming as rools. and allows for
measurement of results. The rime and effort spent on the front end designing a sophisticated
discovery process that targets the real needs of rhe client must be viewed as a condition precedent to
deploying automated methods of search and re(rieval.

III. LAWYERS' CURRENT USE OF SEARCH AND RETRIEVAL METHODOLOGIES

Attorneys across all disciplines are generally familiar with search and retrieval merhodologles
based on theit exposure over (he past thirry years to using the automated means of searching provided
by LexisNexis· and Westlaw· databases. More recently, lawyers have begun [0 use Google· and other
Web-based search engines to hunt down information relevant to their practice. Additionally, law firms
and corporate legal departments use search methods for administrative matters, such as searching dara
on available personnel. to suppOrt billing functions, to manage conflicts of interest, and for purposes
of conraer management. Many products employing search methods of various kinds exist in the legal
marketplace to assist lawyers in these functions.

CUrrtmt DarahlUe Tools i1l Th~ Practic~ ofUtw

L!tigators use automated search and retrieval tools at many stages of the litigation process.
PACER and other auromated means are used to uncover data on their opposing counsels' pleadings.
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motions, and pretrial filings in similar litigation, as well as showing how a judge has ruled in similar
issues even if unreported in legal reporting services. Lawyers also use a variety of search methods with
online and CD-ROM databases to dig up facts on opposing parries, witnesses, and even jury pools. At
later srages of litigation, lawyers use various lirigarion management software applications 10 search
through potential exhibits in connecrion with proceedings held in "electronic courtrooms." But until
recently, 1I1igarors seldom used automated search and retrieval methods with thelr clients' or thelr
opponents' growing collections of unstructured ESI.

"lh-dup/ication" in the Processing of£S1

With the exponential increase in the amount of data subject to e-discovery, lawyers have
begun to take steps towards employing automated search tools to manage the discovery process. One
example of this Is "de-duplication" software used 10 find duplicate electronic files, since ESI often
consists of a massively redundant universe. For example, the same email can be copied tens or even
hundreds of times in different flIe locations on a network or on backup media. Such de-duplication
software reduces the time attorneys must spend reviewing a large document set and helps to ensure
consistent classification of documents for responsiveness or privilege.'· Increasingly, "near de­
duplication" tools also are being used to assist In organi7.ing and expediting overall document
reviews, even if the technique is not used to reduce the acrual number of unique documents subject
to review."

The Use of"Keywords"

By far the most commonly used search methodology today is the use of "keyword searches"
of full text and metadata as a means of filtering data for producing responsive documenrs in civil
discovery. For the purpose of this commentary. the use of the term "keyword searches" refers to set­
based searching using simple words or word combinations. with or without Boolean and related
operators (see below and Appendix for definitions). The abiUty to perform keyword searches against
large quantities of evidence has represented a significant advance in using automated technologies, as
increasingly recognized by the courtS. As one United States Magistrate Judge stated, "the glory of
electronic information is not merely that it saves space bur that It permits the computer to search for
words or 'strings' of text in seconds.""

CouttS have not only accepted, bur in some cases have ordered. the use of keyword
searching to define discovery parameters and resolve discovery disputes. One court has also suggested
that a party might satisfy irs duty to preserve documents in anticipation of litigation by conducting
system-wide keyword searching and preserving a copy of each ·'hit.""

Because of the costs and burdens (if not impossibility) of reviewing increasingly vast
volumes of deCtronic data, it makes sense for producing partIes to negotiate with requesting parties in
advance to define the parameters of discoverable information. For example, parries could agree on
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conducting a search of only files maintained by relevant or key wirnesses, and/or for cerraln date
ranges. They otten can also agree to a set of key wotds relevant to the case. Both sides can onen see
the advantage to using such protocols or filters ro reduce the volume of extraneous informarion, such
as spam, routine lisrserv notifications. and personal correspondence. which comes with the territory of
searching through e1ecnonic realms.'"

In Tr~p~lv. Biow:il Corp.," the defendant refused to produce documents because the
plaintiffwould not agree to keyword search terms. Citing to Principle 11 of the S~Jq7lA Principl~Jfor
Ekman;c Documtnt Prl1dllcr;on, the court held that the defendant was justified in using keyword
search terms to find responsive documents and should have proceeded unilaTerally to use Jts Iisr of
terms when the plaintiff refused to endorse the list. The Court held thai plaintiff's "recalcitrance" did
not excuse defendant's failure to produce any records and ordered the company immediately to
conduct Ihe automaTed search, produce The resullS. and explaln Irs search protocol. Another recent
case emphasized the need to confer aner plaintiff was successful in obtaining a "mirror image" of data
on all of defendant's computers."

Issues With Keyword$

Keyword searches work best when the legal inquiry is focused on finding panicular
documents and when the use of language is relatively predictable. For example, keyword searches
work well [0 find all documents that mentlon a specific individual or date. regardle.<;s of context.
However. although basic keyword searching techniques have been widely accepTed both by courrs and
parties as sufficiem to define the scope of their obligation to perform a search for responsive
documents, the experience of many IItigators Is that simple keyword searching alone is inadequate in
at least some discovery comexts. This is because simple keyword searches end up being both over- and
under-inclusive in light of the inherent malleability and ambiguity of spoken and written English (as
well as all other languages)."

Keyword searches identify all documents containing a specified term regardless of context.
and so they can possibly capture many documents irrelevant to the user's query. For example, the
term "strike" could be found in documents relating to a labor union tactic, .a military action,
options rrading, or baseball, to name just a few (illustrating "polysemy," or ambiguity in the use of
language). The problem of the relative percentage of "false positive" hilS or noise in the data is
potentially huge, amounting in some cases to huge numbers of flies which must be searched to find
responsive documents."

On the other hand, keyword searches have rhe potential to miss documents that contain a
word thar has the same meaning as the tcrm used in the query. but is not specified. For example, a
user making queries abour labor actions might miss an email referring to a "boycott" if that particular
word was not included as a keyword, and a lawyer investigating tax fraud via options trading might
miss an email referring to "exercise price" if that term was nor specifically searched (illustratlng
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"synonymy" or variation in the use of language). And of course, if authors of records are inventing
words ·on the fly," ~ they have done through history, and now are doing with increasing frequency in
electronic communications, such problems are compounded."

Keyword sear~ can also exclude common or inadvertendy misspelled instances of the
term (e.g., "PhiUip" for ·Philip," or ·strlk" for "strike") or variations on "stems" of words (e.g.
"striking"). So tOO, it is well known that even the best ofoptical character recognition (OCR)
scanning processes introduce a certain rate of random error into document texts, potentially
transforming would-be keywords into something else. Finally, using keywords alone results in a return
set of potentially responsive documcors that are not weighted and ranked based upon their pmential
importance or relevlmce. In orher words, each document is considered to have an equal probability of
being responsive upon further manual review.

More advanced keyword searches using "Boolean" operators and techniques borrowed from
"fuzzy logic" may increase the number of relevant do<;uments and decrease the number of irrelevant
do<;uments retrieved. These searches attempr to emulate the Wtly humans use language to describe
conceprs. In ern:nce. however, they simply translate ordinary words and phrases into a Boolean search
argument. Thus. a narurallanguage search for "all birds rhat live in Africa" is translated to something
like ("bird" + Iiv" + Mid).

At the present time, it would appear that the majority of automated lirigation suppOrt
providers and software continue to rely on keyword searching. Such methods are limited by their
dependence on marching a specific, sometimes arbitrary choice of language to describe the targered
topic of interCST." The issue of whether rhere is room for improvement in the rate of "recall" (as
defined in the next section) of relevant documents in a given collection is something lawyers musr
consider when relying on simple and traditional input of keywords alone.

Use ofAlurruuiflt! &d?'dJ Thou and Methom

Lawyers are beginning ro feel more comfortable using alternative search IDOls ro identify
potentially relevant electronically stored informarion. These more advanced text mining tools include
"conceptual search methods" which rely on semantic relations berween words. and/or which use
·the.~auri" to capture documents that would be missed in keyword searching. Specific types of
alternate search methods are set OUt in derail in the Appendix.

"Concept" search and retrieval technologies attempt to locate information that relates to a
desired concept, without the presence of a piUticular word or phrase. The classic example is the
concept search that will recognize that documents about Eskimos and igloos are related to Alaska,
even if they do not specifically mention the word "Alaska." At l~t one reponed ca.~ has referenced
the possible use of "concept searching" as an alternative to strict reliance on keyword searching."

Other automated tools rely on "taxonomies" and "ontologies" to help find documents
conceptually related to the topic being searched, based on commercially available data or on
specifically compiled information. This information is provided by attorneys or developed for the
business function or specific industry (e.g.• the concept of "strike" in labor law VI. "strike" in options
trading). These rools rely on the information that linguiSts colleer from the lawyers and witnesses
about the key facNaI issues in the case - rhe people. organization, and key concepts relaring to the
business as well as the idiosyncratic communications thar might be lurking In documents, flies, and
emails.Forexample.alinguisr would want to know how union organizers or company officials might

2' Phllooophc...... e»lorfUll",,£<'Y to describe: <he dynamltm and "'lOplaity oI'human bngu'F- !In. "t, Ladwig Wl""""do. THt PH!l.O>Onl1CAL
I~. Sc<tlon 18 (G.E.M. An><ombe. '''''''', Th. M.onm... Co., 19S3 ("[T)o Im'&in<.~c b-to lmacln. a fo"" oflifc. ...
rU:tnawlc Qrt be sun.as an .a_dent dty; 1 m:w:-oflkde 'treels md squua. orold lIDd new howes. mcfafF.ousa with addltktN (rom V2riow
pcrI..Is; and rhis sur,o,"l<lcd by a muldiudc of new borousJu with ... ...,w.. SIr"", and anllO..... ho-.ua").
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Shlfilnc die Coou of DlJOOYuy ofEoaronically Stomd Inform.don; .........9•••Pi~~ (dhcwol", CO""'" .-<h1nJl·
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communicate plans. any special code wotds used in the industry, rhe relationships of collective
bargaining units, company management structure, and other issues and concepts,

Another type of search tool relies on mathematical probabilities that a certain text is
associated with a particular conceptual category. These types of machine learning tools, which include
"clustering" and "latent semantic indexing." are arguably helpful in addressing cultural biases of
taxonomies because they do not depend on linguistic analysis, but on mathematical probabilities.
They can also help to find communications in code language and neologisms. For example, if the
labor lawyer were searching for evidence that management was targeting neophytes in the union, she
might miss the term "nOOb" (a neologism for "newble"). This technology, used in government
inteUigence. is particularly apt in helping lawyel3 find information when they don't know exactly what
to look for. For example, when a lawyer is looking fOr evidence that key players conspired to violate
the labor union laws. she will usually not know the "code words" or expressions the players may have
used to disguise their communications.

Anecdotal information suggests that a. small number ofcompanies and law firms­
particularly those chat have gained significant experience in e-discovery - are using alternarive search
methods ro either identify responsive documents (reducing expensive attorney review time) or to

winnow collections to the key documents for depositions, pretrial pleadings, and uial.

The document databases that can assist lawyel3 In developing advanced ontologies and
mathematical models are not limited to "discovery" documents. Search tools can be used in overall
case management to search across pleadings, legal research, discovery responses, expert reports, and
anorney work product. For example, in addition to searching discovery documents, a legal ream in a
labor dispute might want to search the interrogatory responses, pleadings, and depOSitions for all
references to the concept of "strike." This is a porential growth area for vendors specializing in case
management software.

Apart from the authorities listed in this section, there is stil1linle by way of published
reports or cases discu.~ing or challenging the use of these vark>us tools. It is only a matter of time,
however, before more widespread deployment wil1lead to the development of a fullet body of case law.

Ruistllnce by the ugal Proftuion

Some litigarots continue to primarily rely upon manual review of information as pare of
their review process,'" Principal rationales ate: (1) concerns that computers cannot be programmed to

replace the human inrelligence required to make complex determinations on relevance and privilege;
(2) the perception that there is a lack of scientific validity of search technologies necessary to defend
against a court challenge; and (3) widespread lack of knowledge (and confusion) about the capabilities
of automaled search tools.

Other parties and Iitigat01'li may accept simple keyword searching. yet be relucta.Dt ro use
alternative sea.rch techniques. They may not be convinced that the chosen method would withstand a
court challenge. They may perceive a risk that problem documents will nor be found despite the
additional effort; and an opposite risk that documents might be missed which would otherwise be
picked up in a suaight keyword search. Moreover, acknowledging that there is no one solution for all
situations, they may Opt for a tried-and-true lowest common denominator. Finally. litigators lack the
time and resources to sore oUt these highly complex technical issues on a case-by-case basis.»
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The challenge to a choice of search methodology used in a review prior to production can
arise in one of twO COntexts: (1) a requesting party's objection to the unilateral use ofa search method
by a responding party: or (2) a coun's JUa tponte review of the use of a method or technology.
Accordingly, the preferable method to reduce challenges - advocated by the proponents of the 2006
Federal Rules Amendments and experienced pra(;(jtioners - is for a full and transparent discussion
among counsel of the search terminology. Where the parries are in agreement on The method and a
reasonable explanation can be provided, it is unlikely that a cowt will second-guess the process.

Absence agreement, a party has the presumption, under Sedona Principle 6, that it is in the
best position to choose an appropriate method of searching and rolling data. However, a unilateral
choice of a search methodology may be challenged due to lack of a scientific showing that the results
arc accurate,. complete and reliable. Since all automated search tools rely on some level of science, the
challenging party may argue that the process used by the responding party is essentially an expert
technology which has not been validated by subjecting it to peer review, and unbiased empirical
testing or analysis.

The probability of such a challenge is greater if the technology is patented or proprieTary ro
a developer or vendor (i.e., in a so-called "Black Box"). In such circumstances, e.discovery and
litigation support vendors that use these technologies may be several degrees of separation from the
original developers. A requesting party may demand the responding party to "prove up" the use of
such search technology. This could set the stage for a difficult and expensive battle of experrs.

As a practical maller, however, those who might object TO a particular search and retrieval
technology face several challenges. First, the legal system has, for decades blessed the use of keyword
search tools and databases for discovery review. Second, even if such a challenge were permitted TO
proceed, the lack of a formally acknowledged baseline by which to measure the comparative accuracy
and reliability of any search method precludes a comparison of the "new" method to traditional
methods. And third, ifhuman review or even keyword searching is the benchmark for accuracy and
reliability, it arguably should not be difficult to compare the new technology favorably with either
keyword searching or human review, especially when guided by a reasonable process. The discovery
standard is, after all, reasonableness, not perfection.

Given the continued exponential growth in information, we would expect that a body of
precedent will develop over time which references, if not critically analyzes, new and alternative search
methods in use in particular legal contexts.

IV SOME KEy TERMS, CONCEPTS AND
HISTORY IN INFORMATION RETRIEVAL TECHNOLOGY

The evaluation of information retrieval ("IR~) systems has, until now, largely been of
greatest interest to computer scientists and graduate students in information and library science.
Unlike performance benchmarking for computer hardware, there are no agreed-upon objective criteria
for evaluating the performance of information retrieval systems. That Is. for 1R systems, the notion of
effectiveness is subjective. Human judgment is ultimately the criteria for evaluating whether an IR
system returns the relev.ant information in the correct manner. Two users may have differing needs
when using an IR system. For example, one may want to find all potentially relevant documents.
Another may want to correctly sort information by priority. Additionally, the subject matter and
information type impact a user's information retrieval requirements.

Over the past 50 yem, a large body of research has emerged concerning the evaluation of
IR systems. The study of IR metties helps quantify and compare the benefits of various search and
information retrieval systems, In 1966, C.w. Cleverdon listed various "metrks" which have become
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the standard for evaluating IR systems within what has become known as the "Cranfield uadition."JO
Two of the metrics. pYlcilion and ~caU. are based on binary relationships. That is, eirher a document
is relevant or it is not. and either a document is retrieved or it is not. Several modificatlons and
additional metrics have been added in the IR literature since then, as the scientific field continues ro
add and refine techniques for measuring the efficiency of IR SYSlems - both in terms of retrieval and
also in user access to relevant information.

Measuring the ejfiCtiVfflUS ofmfDT7lUttion retrievRl methods

IUcaU, by definition. is "an information retrieval performance measure that quantifies the
fraction of known relevant documents which were effectively retrieved."" Anocher way to think about
it is: our of the total number of relevant documents in the document collection. how many were
retrieved correctly?

Prtcision is defined as "an information reuieval performance measure that quantifies the
fraction of retrieved documents which are known to be relevant."" Put another way. how much of the
returned result set is on target?

Recall and precision can be expressed by simple ratios:

Recall Number of rqpoosiye documents retrieved
Number of respomlve documents overall

Precision c Number ofresponsjye documents retrieyed
Number of documents retrieved

If a collection of documents contains. for example, 1000 documents. 100 of which are
relevant to a panicular topic and 900 of which are not, then a system chat returned only chese 100
documents in response to a query would have a precision of 1.0. and recall of 1.0.

If the system returned all 100 of chese documents. but also returned SO of the irrelevant
documents. chen it would have a precision 100/150"' .667 and still have a recall of 100/100"' 1.0.

If ir returned only 90 of tbe relevant documents along with SO irrelevant documents. then
it would have a precision of90/l40", 0.64 and a recall of90/100", 0.9.

Importantly for the practitioner. there is usually a trade offbetween precision and recall.
One can often adjust a system to retrieve more documents. thereby increasing recall. bur at the
expense of retrieving more irrelevant documents. and thus decreasing precision.

One can cast either a narrow net and retrieve fewer relevant documents along with fewer
irrelevant documents, or cast a broader net and retrieve more rc:levaot do~umc:nts, bur at rhe expense
of rerric:ving more irrelevant documents."
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Efficiency is important to the usability of an IR system, but it does not affect the quality of
the results. Efficiency is measured 1n twO ways. The 11m measurement is the mean time for retUrning
search results. This can be measured by average time to return the results or the computational
complexity of the search. The second measurement is the mean time it takes a user to complete a
search. This measurement is more subjective and is a function of the usability of the IR system.

The BlAir lind Mltron Study

The leading study testing recall and precision in a legal setting was conducted by David
Blair and M.E. Maron in 1985.'" It is a classic in showing the problem caused by the rich use of
human language among the many people that can be involved in a dispute, and how difficult it is to
take such richness into account in a search for informarional records.

Indeed, Blair and Maron found tbat attorneys were only about 20% effective at thinking up
all of the different ways that document authors could refer to words, ideas, or issues in their case.

The case involved a San Francisco Bay Area Rapid Transit (BARl) accident in which a
computerized BART train failed to stop at the end of the line. There were about 40,000 documents
totaling about 350,000 pages in the discovery database. The attorneys worked wim experienced
paralegal search specialists to Hnd all of the documents that were rdevant to me issues. The attorneys
estimated that they had found more man 75% of dte relevant documents, but more derailed analysis
found that the number was actually only about 20%. The authors found mat the different parties in
the case Wied dlfferenr words, depending on thell- role. The parties on the BART side of me case
referred to "the unfortunate incident," but parties on the victim's side called it a -disaster." Other
documents referred to the "evenr," "incident," "situation," "problem:' or "difficulty:' Proper names
were often not mentioned.

A, Roitblat notes, supra, n.34, Blair and Maron even found "mat the terms used to discuss
one of the potenrially faulty parts varied greatly depending on where in the country the document
was written. Some people called it an 'air cruck: a 'crap correction: 'wire watp: or 'Roman circle
method: After 40 hours of following a 'trail of linguistic creativity' and finding many more examples,
Blair and Maron gave up trying to identify all of the different ways in which the document authors
had identified this particular item. They did not run OUt of alternatives, they only ran out of time:'

The ImplU:t ofAmhiguity and Varilltion on Precision and Ret:all

Since the Blair and Maron study, some further efforts have been made to study the
precision/recall issues in a legal discovery context. some of which have been performed by members of
The Sedona Conference-." This field requires further study.

The limitation on search and retrieval methodology exposed In the Blair and Maron srudy
was not the ability of dte computer to find documencs that mer the attorneys' search criteria, but
rather the inability of me attorneys and paralegals to anticipate all of the possible ways that people
could refer to the issues in the case. 1be richness of human language causes a severe challenge in
idenrifying informational records.

Ambiguity refers to the tendency of words and expressions to have different meanings when
used in different Contexts. These contexts are ureferencial variants" or varilrtion. If one and only one
word or expression is found in only one and only one COntext, it would present no ambiguity and no
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variation. A search for that term would retrieve all of the documents in which the term appeared, and
all of the documents would be relevant. While there may not be an exaCt mathematical comparison.
generally speaking. the lower the variation in the contexts, the lower the likely overall recall. and the
lower the ambiguity of the search term, the better the precision of the result.

But as the Blair and Maron stUdy demonstrates, human language is highly ambiguous and
full of variation. In the years since Blair and Maron. me IR community has been engaged in research
and development of methods, tools, and techniques that compensate for endemic ambiguity and
variation in human language. and thus maximize the recall and precision of searehe.~.

V. BOOLEAN AND BEYOND:

A WORLD OF SEARCH METHODS, TOOLS AND TECHNIQUES

In the twenty years since the Blair and Maron study, a variety of new search tools and
rechniques have been introduced to help find relevant information and to help weed OUt irrelevant
information. Understanding these various tools and methods is critical. All automated methods are
not created equal, and do not perform the same function and task. It is imponant to know what each
methodology does when it is used alone or in conjuncrion wim omer methodologies.

Clearly. different search methods have different functions and values in different
circumstances. There is no one best system for aIJ simations. a key faa for practitioners learning the
technique of search and retrieval technology.

A more detailed description of search methods and techniques is set out in the Appendix.
These methods can be grouped intO three broad categories, but there are hybrid and cross-cutting
approaches that defy easy placement in any panicular "box."

Keywords aM Bookan OperAtors

First, mere are keyword baud methods, ranging from the simple use of keywords alone, to
the use of strings of keywotds with what are known as "Boolean operators" (including AND, OR,
"AND NOr or "BUT NOT').

Second. there are a variety of It4tiftica/ uchnlqu(S, which analyze word counts (how many
times the same keyword will appear in a document. or will appear near other keywords). One such
approach is caUed "Bayesian; derived from a famous mathematical theorem. Querying the data set

using combinations of one or more of these types of Bayesian methods may well result in returning a
broader slice of the dara than merely using a simple keyword search, or a uyword search with
Bookan operators.

CategoriZAtions ofData Sets

Third, mere are other techniques depending on CltugoriUltions {Ifthe mti~ ddta Set with
various methodologies heavily reliant on setting up (i.e., coming to a consensus on) a thesaurus.
taxonomy or "onlowgy" of related words or terms. These techniques can be used to categorize the entire
data set into specified categories all at once - or continually, as more data is added to the data set.

However, data sets generally need to be indexed to use any of the latter alternative
methodologies - where rhe indexing will rake more time depending on what one indexes (e.g.,
indexing all of the data will take substantially longer than indexing selected coded fields).

There are a variety of indexing tools. some of which are avallabk as open samce tools.
Indexing structured <lata may take less time than indexing data in an unstructured form. Indexing a
set number of structUred fidds (i.e. coded data) will be much faster because only those designated
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fields are indexed. Indexing an unsuuctured data set is rime consuming because of the need to index
all rhe words (excepr for and. a. the. or other common words). Knowing whar is being indexed will be
important to set apectations in terms of timing and making the data useful for querying or review.

Alternative search merhods to keywords can, in some insrances, free the user from having to
gue5S, for every document, what word the author might have used. For example. there are more than
120 words that could be used in place of the word "think" (e.g., guess, surmise, anticipate). As the
Blair and Maron study shows, people coming in after the fact are actually very poor at guessing rhe
righr words to use in a search - words that find rhe documents a person is looking for without
overwhelming the reuieval with irrelevant documents. In light of this fact. alternative search merhods
may serve to help to organize large collections of documents in ways Ihar people have trouble doing.

Using a thesaurus, raxonomy, or ontology generally gives the results one would expecr.
because these systems explicitly incorporare one's expectations abour what is related ro whar. They
are most useful when one has (or can buy) a good idea of the conceptual relations ro be found in
one's documents - or one has the rime and resources needed ro develop them. Clusrering. Bayesian
classifiers. and orher types of systems have the power to discover relationships in the rexr thar might
not have been anticipated. This means rhar one gets unexpected results from rime to time. which
can be of grear value, bur can also be somewhar disconcerting (or even wrong). An example: after
rraining on a collection of medical documents. one of rhese sysrems learned that E1avil and
Klonopin were related (they ate borh anti-anxiety drugs). A search for Elavil rurned up all rhe
documents rhar contained rhar word, along with documents containing rhe word "KJonopin" even
wirhour the word "Elavil."

Such systems can discover rhe meaning of ar least some acronyms, jargon, and code words
appropriare ro rhe contexr of the specific document collection. No one has ro anricipare their usage in
all possible relational contexts; the systems. however, can go help to derive them directly from rhe
documents processed.

Finally, none of these systems is magical. Language is sometlme.1 shared jusr between [WO

people. who have invented a shorthand or code. All tools require common sense. based on a thought­
our approach. Some techniques may be difficulr to understand to those wirhour rechnical
backgrounds, but they need nor be mysrerious. If a vendor will not explain how a system works. it is
mosr likely because of ignorance. Ask for someone who can provide an explanation.

There i.s no magic to rhe science of search and rerrieval: only mathematics. linguistics. and
hard work. If lawyers do nor become conversant in this area. they risk surrendering the intellectual
jurisdicrion 10 other fields.

VI. PRACIlCAL GUIDANCE IN EVALUATING THE USE OF AUTOMATED
SEARCH AND RETRIEVAL METHODS

Practice Point 1. In m4ny settings involving ekctroniul/ly stored Inj"omultion, rell4nce sokly on
II "umualseilTch process ftr tbe purpose offinding responsive documents may
be Inftasibk or umullrrdntea. In such casu, th, USB ofIIJItmnated StIItrch
mahods should be ~tlltS nuuonltble, valuAbk, and~ necessary.

For the reasons articulared in prior sections, rhe demands placed on practitioners and
parties in lirigarion and elsewhere increasingly dicrate rhar serious considerarion be given to the use
of automated search and rerrieval methods in a wide variety of cases and conrexts. Particularly. bur
nor exclusively, in large and complex litigation. where discovery is expected to encompass hundreds
of thousands to hundreds of millions of potentially responsive electronic records, there is no
reasonable possibility of marshalling the human labor involved in undertaking a document by
document, manual review of rhe porential universe of discoverable marerials. This is increasingly true
both for parries responding to a discovery request. and for parties who propound discovery only ro
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receive a massive amount of material in response. Where the infeasibility of undertaking manual
review is acknowledged. utilizing automated search methods may not only be reasonable and
valuable, but necessary.

Even in less complex settings, sole reliance on manual review may nevertheless be an
inefficient use ofscarce resources. This is especially the case where automated search tools used on the
from end of discovety may prove to be useful in a variety of ways, including for sampling,
categorizing or grouping documents in order to facilitate later manual review.

Of course, the use of automated search methods is not imended to be mutually exclusive
with manual review; indeed, in many cases, both automated and manual searches will be conducted:
with initial searches by automated means to cull down a large universe of material to more
manageable size, followed by a secondary manual review process. So roo, while automated search
methods may be used to find privileged documents out of a larger set. it remains the case that the
majority of practitioners still will rely on manual review processes to identify the basa for privilege to
be asserted for each document.

Practice Point 2. SII&CUS in using any automated uarch m~thodor technobJgy will b~ ~nhanc~d
by a weD-thought orapocus with subst4ntiallnmutIJ input on thefront end.

As discussed above, the decision to employ an automated search method or technology
cannot be made in a vaOlUffi, on the assumption that the latat "rool" will solve a discovery
obligation. Rather. to maximize the chances of success in terms of finding responsive documenrs, a
well-thought our strategy capitali7.ing on "human knowledge" available to a party should be put into
action ar the earliat opportunity. This knowledge can take many forms.

First, an evaluation of the kgal ,etting a parry finds itself in is of paramount importance,
since the nature of the lawsuit or investigation, the field of law involved, and the speclfic causes of
action under which a discovery obligation arises must all be taken into account. For example, keyword
searches alone in highly technical patent cases may prove highly efficacious. In other types of ca.~es,

including those with broad causes of action and involving subjective States of intent, a practitioner
should consider alternative search methods.

Second, in any legal setting involving consideration of automated methods for conducting
searches, counsel and client should perform a "relevance needs analysis," to first define the target
universe of documents that is central to the relevant causes of action. This would include not only
assessing relevant subject areas, and ~drilling down" with as much specificity as possible, but also
analyzing the parties who would be the "owners· of relevant data. Time and cost considerations
mwt also be factored in, including budgeting for human review time. These practice points apply
whether your client is a defendant and holds a universe of potentially discoverable data, or your
client is a plaintiff party who is expecting to receive similarly massive data in response to requests
for documents.

Practice Poi"t 3. Th~ choiu oja sped.!" search and rrtrinaJ 7tlt!thod will be highly dependent on
the specific legal conto:t in which it is to b~ employed.

The choice of a search and retrieval method for a given situation depends upon a number
of faCtors.

For example. a search method that eliminat~ false positive "noise" (achieving high levels of
precision) may not yield rhe highest number of relevant documents. In other cases. such as sampling,
a search method will be graded on its ability to measure statistical significance of the occurrence of a
particular word or concept. There are a number of overarching faCtors that lawyers should consider in
evaluating the use of particular search and retrieval methods in particular settings.

First, the "heterogeneity" of the overall relevant universe of electronically stored information
is a significant factor. Electronically stored information that is potentially relevant may be found in
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multiple locations and in a variety of forms. including structured and unstructured active computer
environments, removable media, backup tapes. and the variety of email applications and file formars.
In some ca.ses. information that provides historical. \;Ontc:xrual, tracking or managerial insight (such a.~

metadata) may be relevant to a specific matter and demand specialized data mining search tools. Yet
in other cases. it wilt be irrelevant.

Next. the volume and condition of the electronically stored information, and the c:xtent to
which e1ectroni<:ally stored information is contained within seatic or dynamic electronic applications is
relevant to the decisions made by the advocate or investigator.

Third, the time it will take to use a particular search and information retrieval method and
irs cost. a.~ compared to other automated methods or human review, must be considered.

Fourth, the goals of the search are a bctor (e.g. capturing or finding as many responsive
documents as possible regardless of time and cost vs. finding responsive documenrs a.~ efficiently as
possible, i.r., with the leasr number of nonresponsive documents). In other words, one must consider
the desired mde off between recall and precision. Given the particular serring. the party seeking to
employ one or more search methods should assess the relative importance in that setting of finding
responsive electronically stored information versus the importance of eliminating non-responsive data.
Depending on this assessment, one or more alternative search methodologies may prove to be a bener
match in the COntext of a partJcular ta.sk.

Fifth, one must consider the skills, c:xperience, financial and pracricallogistical constrainrs
of the representatives of the party making the selection (attorneys, litigation support scaff, vendors).

Sixth, there is the status of electronic discovery in the matter. including the extent to
which activities including preservation and collection are oc\;urrlng in addition to processing and/or
attorney review.

Seventh, one must investigate published papers supponJng the reliability of the search and
information retrieval method for particular types ofdata, or in panicular serrings.

Practice Point 4. Parties shouldperform due diligence in choosing a pllrticul4r informAtion
IYItTieVll1product or servicefrom a vendor.

The prudent practitioner should ask questions regarding search and retrieval features and
the specific processing and searching rules that are applied to such features. Some tools are fully
imegrated into a vendor's search and review system, whereas others are "stand alone" tools that may be
used separately from the review platform. It is essential not only to understand how the various tools
function, but also ro understand how the rools fit within the overall workflow planned for discovery.
A practitioner should inquire as to what category or can:gories the specific tool fits into, how it
functions, and what third party technology lies behind the rool.

It is also essential thar specific methods or tools be made understandable to the court,
opposing parties. and your own cliem. How dara is captured and indexed (and how long it takes to
build an index) also may affect a decision on use: it is therefore imporrant to understand how a
particular system deals with rolling input and oUfPUt over time, in terms of its flexibility. The ability
to perform searches across metadata, to search across multiple indices or stores of dara, to search
embedded data, to refine search results (nested searches), to save queries, to capture duplicates and
perform de-duplication. to trace email threads, and to provide listings of related terms or synonyms,
are all examples of the kind of specific functional requirements that should be inquired about.

Other types of due diligence inquiries may involve adminimauve matters (e.g.,
understanding maintenance and upkeep, additional charges, system upgrades, availability of
technicians. system performance), quality control issues (e.g., prior testing of the method or tool in
question; how databases and dictionaries supporting concept searching were populated: how mong is
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the application development group of the provider), and, finally, any relevant licensing issues.
involving proprietary ~oftware or escrow agreements with third parties.

PrlUtice Point 5. The tue ofIeIlrt:h ttnd informati()1J retrievalliJou tUJu notgwzrantee that all
responsive tkcummts wiD be identified in lArge tiara collections, due to
chilrlUkristiu ofhuman lAnf1lil~' Moreover, diffrring search mnhods may
produ&e differing resJI/u, subject IiJ a mlllUUre (Ifstatistical JlarUm()1J inherent
in the selmce ofinformation retrieval

JUSt as with past practice involving manual searches through traditional paper document
collections. there is no requirement thar "perfect" searches will occur - only that lawyers and parties
act reasonably in the good faith performance of their discovery and legal obligations. From decades of
information retrieval research, we know that a 100% rate of recall. i.e.• the ability to retrieve aU
responsive documents from a given universe of e1ecrronlc data, is an unachievable goaL As discussed
in prior sections, the richness of human language, with its attendant elasticity, results in all present
day automated search methods falling short.

It is aloo important to recognize that there will be a measure of statistical variation
associated with alternative search methods, i.e., some responsive documenrs will be found by one
search method while being missed by others. Even the same search method (such as one based on
statistical properties of how words appear in the data set). may return different results if new
documents are added to the searched universe.

Particularly In the context of a large data set, a search method should be judged by its
overall results (such as using average measures of recall and precision), rather than being judged by
whether it produces the identical document set as compared with a different technique. One possible
benchmark to employ when considering use of an alternative search method is to compare the results
of such a search agaimt a similar search utilizing keywords and Boolean operators alone.

However, it is important not to compare "apples with oranges: Given the present state of
information science, it would be a mistake to assume that one search method will work optimally
across all types of possible inquiries or data sets (e.g.• what works well in finding word processing
documents in a given proprietary format may not be as optimal for finding information in structured
darabases. or in a colkction of scanned images). This is another area where, consistent with the above
principles. a good deal of thought should be given ar the ourset to the precise problem, in terms of its
scope and relevancy considerations, before committing to a particular search method.

PrlUtice Point 6. Pnrties shouldmm a goodfilith anempt to collAborate (In the use (If
particu/ilr tetu-cb and information retrinal m,thom, trJou andprotocols
(indtuling as to keywords, co'''epts, ami other types ofsl!arch parameters)

The T"ppd decision and other recent case law indicates that courts are becoming more
comfortable with addressing search and retrieval issues, particularly in the context of blessing or
ordering parties to share information that would kad to the development of more refined search
protocols. The fact mat some COUrlS have waded into these issues demonstrates how rapidly the law
has been evolving even in advance of the 2006 amendments to the Federal Rules of Civil Procedure.'''

Under newly modified Rule 26(f). the parties' initial planning is expected to address "(alny
issues relating to dJsclosure or discovery of electronically Stored information: as well as M[a]ny issues
relating (Q preserving discoverable information." These initial discussions on preservation and
production easily should encompass a specific discussion on search merhods and protocols to be
employed by one or both parties. While disclosure of these methods and protocols is not mandated or
legally required under this rule, the advantages of collaborating should suongly be considered.

)6 Su Kenneth J. Wimer", "'l"M December 2000 AtneAdmenn to .ht Ptdcr.11 RuJ« ofCiyi' PrlX"cdurt: -4 Ny. J. 01' TECH. ec fNTUL PlOr. 171
(ZOO6), If",,;/Ab" IU bup"byww 'aw ner'bwr;srcro-cdulipum;IJnitlplrl'n21\ (whit "probably lrrllces the: mwdcr lor T1f11tlJ ;u nuuCI-of·fKt.
~ndblt, .1nd rouclnc. would holl"C hec" ~raordimv7;lSQnf ds)'drs:l&O. wMn the IVI mi:ljor revlcion or tile di.Kowety rules went Inro dTe<1
lin 2000))."
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Reaching an early consensus on the scope of searches has the potential to minimize: the overall time.
cost, and resources spent on such effortS. as well as minimizing the risk of collateral litigation
challenging the reasonablene.~of the search method employed."

Practice Point 7. Parths shoulJ expect th41 their choice ofsurch methodology will need to be
explained. eitlurfimnQ/ly or j"fonnalJy, in su/mqumt legal contexts (including
in depositions, nJiJmtiary proc#eJings, and trials).

Counsel should be prepared to explain what keywords. search protocols, and alternative
search methods were used to generate a set of documenu. including ones made subject to subsequent
manual searches for responsiveness and privilege. This explanation may best come from a technical
"IT" expert, a statistician, or an expert in search and retrieval technology. Counsel must be prepared
to answer questions, and indeed, to prove the reasonableness and good faith of their methods.

Pramce Point 8. Pani#s and the courts should be ahrt to new and etlolving search and
inftrmAtirm remellal mnhotls.

What constitutes a reasonable search and information retrieval method is subject to
change. given the r:l.pid evolution of technology. The legal community needs to be vigilant in
examining new and emerging techniques and methods which claim to yield better search results. In
particular settings. lawyers should endeavor to incorporate evolving technological progress at the
earliest opportunity in the planning Stages of discovery or other legal setting Involving search and
retrieval issues.

VII. FUTURE DIRECTIONS IN SEARCH AND RETRIEVAL SCIENCE

What prospects exist for improving present day search and retrieval methodologies? And
how can lawyers playa greater role in working with the information retrieval research community
based on a shared interest in how to improve the accuracy and efficiency ofinformation retrieval?

A. Harnessing the Power of Artificial IntelUgence (AI)

A statement from page 36 ofThe Sedona Conference-, NaVigating The Vendor Propo.q)
Process (2007 ed.). under the general heading "Advanced Search and Retrieval Technology:' bears
repetition here: "Technology is developing that will allow for electronic relevancy asse$Smenes and
subject mattef', or iliSue coding. These technologies have the potential to dramatically change the way
demonic discovery is handled in litigation, and could save litigants millions of dollars in document
review costs. Hand-in-hand with electronic relevancy assessment and issue coding, it is anticipated
that advanced searching and retrieval technologies may allow for targeted collections and productions.
thus reducing the volume of information involved in the discovery process."

The growing enormity of data stores. the inherent elasticity of human language, and the
unfulfilled goal of computationai thinking to approximate the ability and subtlety of human
language behavior all present steep challenges to the AI community in developing optimal search
and retrieval techniques.

But the future continues to hold promise. Not only is there the possibility of applying
sophisticated artificial intelligence means to data mining of uaditional texes. but looming immediately
on the horizon are new and bener approaches to image and voice pattern recognition. Clearly. all
forms ofdata stored in corporations and institutions will be fair game in terms of being within the
scope of future information demands in legal settings.

Finding information on the Web sometimes is easier than finding documenes on one's own
hard drive. The post-Google burst of interest in building better search engines for the Web can only

}7 S<t G. raul &lid}. Iluoll, I'l/....../io.loj/Mig.. "'p'" 11.10... P>''1''11h. )Q-SS (diKuorlng ... It<rad.c coIbborotion p,......hot Ir1cludu adoption
of mulripk "mtW;t ;a.d confcn" to di5cusl and rfADe prdhnln:uy Jean:h rtsulu).
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hdp lead to new and better search techniques applied In more well-defined COntexTS. such as
corporaTe and insriTulional inrranets and data srores.

A recenr "2020 Science" repon issued by Microsoft anticipates the near-term developmenr
of "novel data mining Technologies and novel analysis techniques; including "active learning" in the
form of "autonomous experimenraTion" and "artificial scientisTs," in replacement of "'traditional'
machine learning techniques [that] have failed TO bring back the knowledge out of the data."" Beyond
the short-term horizon, scienrists are expeCTed to embrace emergenr technologies including the use of
geneTic algorithms, nanotechnology, quantum computing, and a host of OTher advanced means of
information processing. The field of future AI research in The specific domain of search and retrieval is
wide open.

B. The Role of Process in the Search and Retrieval Challenge

Every scarm and retrieval technology has iTS own methodology to ensure the Technology
works properly - a set of Instructions outlining the workflow for the tool. How well these methods
are applied significantly impacts the performance, and therefore, the results generated by the
technology. This is where process comes in. Process functions to provide order and Suucture by scning
guidelines and procedures designed to ensure thaT a technology performs as inrended. Effeclivdy
applied, process will then drive the consistent and predictable application of the search and retrieval
technology. The results derived from the consistent and predictable application of seatch and reTrieval
tools will then establish the technology's credibility and value.

TblJ ImportAnt Natlln ofPrvcus

A process is a considered series of events, aCts or operations leading ro a resulT or an effect.
A process, like a technology, is a "rool" that can be used to assist in completing a Task. The use of a
well-defined and controlled process promOTes consiSTency, reliability and predictability of the resulTS
and ensures the efficient use of the resources required to produce Them. A5 such, a process does nOT
find me answer ro, or analn the objective of a task on it! own. Process. no matter how well designed
and executed can noT replace the exercise of judgmenr. however, process promotes the exercise of
judgment by ensuring that the most accurate and reliable informalion is available when making
decisions. In the search and retrieval conreXT, this means the avallability of consistent and reliable
information TO assist parties in making informed decisions.

The use of process promotes consiSTency by establishing a defined approach to a task.
The resulting consistency promotes reliability and predictability. Reliability and predictability allow
for beTter planning. performance and cose managemenr. All together. risk is reduced and confidence
is promoted.

Search and retrieval should be visualized as a process which enables a party ro distinguish
potenrially discoverable information from among a broader set of electronic data for purposes of
production. It consists of several process steps maT rake place in the context of a particular search and
retrieval rechnology. Because the application of process is flexible, it can be used to address unique
conditions that mighr be associated with a Technology. such as where the use of a search and retrieval
technology iTSelf creates issues. For example. the use of search and retrieval Technologies to address
significant volumes of information may not address all problems: as review volumes increase. even
with carefully crafted and tested search criteria, the likelihood of being swamped by false positives
increases gready. Additionally. greater volume increases the likelihood of the omission of some relevant
documents. By developing and implementing process steps that consistently address these issues. their
impact can be diminished and the reasonableness and good &ith of the technology can be esrablished.

38 Stt brm.llrward. mjgpsgfr'Pm/mward.s.202Q.g:Imq/dmmlmck.bgp p 1~.
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"Process" as a Measure ofReasoruthkneu and Good Faith

VOL. VIII

Search and retrieval in this new era requires the establishment and tecognition of a new
standard. A standard of absolute perfection is and always has been unrealistic. but now, with
quantitative data available. we know perfection is not only unrealistic, but also quite simply
unachievable.

Rather than perfection, which expects that every relevant. non-privileged document win be
found and produced, the standard against which we measure these n~ technologies and processes
must be based upon the same principles mat have tradirionalIy governed discovery - reasonableness
and good faith. Although these terms conjure thoughts of ambiguity and uncertainty. they can
actually represent a wen·deflned set of expectations when placed within the context of process.

A process that emphasizes reasonableness and good faith is fully consistent with what is
required under the discovery process. Discovery of information relevant to a dispute gathered by an
opponent is often central to a fair and efficient resolution." A parry need only identify and produce
that whi<:h is relevant. as defined by the rules. with the degree of diligence expected and available by
experienced practitioners acting reasonably"· As noted in Sedona Principles 6 and 11, a party may
choose to implement this approach in a reasonable manner. which is left to the good judgment of
the parry.

Sound process applied to the use ofsearch and retrieval technology can readily establish a
measurable means for conducting discovery thar sarisfies the rules. Reasonableness and good fiaith can
be defined and measured by identifying performance criteria based on their anributes. Accordingly,
the unreasonable and unattainable goal of "perfection" should not be aIIowed to be an enemy of the
attainable and measurable goal of reasonableness.

As search and retrieval technologies and associated processes are developed, parties will no
doubt want to use them in order to achieve defensible and ctedible results. If a party fails to adhere to
appropriate performance guidelines it win be subject to scrutiny and criticism. Therefore, establi.~hed

process in conjunction wirh sound technology can serve as a benchmark for conducting discovery in
the future. Furehermore, defensibility in coure will very likely depend on the implementation of, and
adherence to, processes developed for use with a search and retrieval technology.

Implementing Process

Using a search and retrieval technology in conjunction with an implementing process in the
complex conrext ofelectronic discovery will involve multiple phases of activity. with iterative feedback
opportunities at appropriate ded~ion points to allow integration of what a case team learns after each
exercise of the process in order to calibrate and maximize the technology's capability to identify
relcvwt information. It is through rhis feedback that case teams will acquire sound information to use
in making both strategic and tactical decisions.

The initial search and retrieval process should be designed with the intent that it serve as a
pilot proce.~s mat can be evaluated wd modified as the team learns more about the corpus of
information to be reviewed. One useful approach is to initiate me process by focusing on the
information collected from a few of the custodians who were at the cenrer of the facts at issue in the
litigation or investigation. Focwing on information collected from the core custodians, which has a
higher likelihood of being relevant, will help the team efficiently develop Its understanding of the
issues and language used by the custodians. thus allowing them to more efficiendy develop and
implement an appropriate search and retrieval process.

J? Hia.uu.. T.,./ot. J2? u.s. at 507: s« I ...... 1\.1.
~o Under Rule 2~1Il(1) ••n Il<omq of """,d b upee"d <0 C<Illf"y thol .. d>e bcs. of his or bet ""'-ledge. inlOmmlon. on<! belief. formed .her.

rwonabk InquJry; Ihac di.sdoMU ak "COrnplclc and comet" ::as of l.he lime they"""," nude. SUnlbrty. ,",dc, Rule UW<1>. III anomcy muse
etrtlfi' 'hal to IDe bm ofhil or her "lcnowltJge. hl(OrmAllon. and bdief. formed after lIo rwonab1c inquity; dt.al di&c:ovcry requcns. r.:spomcs.:and
ubjcCIIons" arc: nude "corWRcn. \Vim fhac ruJ£I."
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The Initial selection and refinement of search terms can also benent from the application of
sampling techniques that can help the review team to rank the precision and recall of various rerms or
concepts. Reviewing samples of information that include selected search terms or concepts and
ranking their relative value based on their efficacy In retrieving relevant information (recaU) and their
efficiency in excluding non-relevanr information (precision) can help the review ream ro focus the
selection of rerms."

The development of process conrrollogs and second-level review techniques can also help
the review team to ensure that the designed process is consistently applled ro all of the information to
be reviewed. Additionally, a second·level review process based on statistical sampling techniques can
ensure the achievement of acceptable levels ofquality. WhUe these rechniques are relatively unknown
in the typical review processes in use today, melr widespread adoption in businesses of all types should
drive their Implementation in large document review projects in the near future.

C. How The Legal CommuniI)' Can Contribute to The Growth of Knowledge

A consensus is forming in the legal community that human review of documents in
discovery is expensive, time consuming, and error-prone. There is growing consensus that the
application of linguistic and mathematic.based conrent analysis, search and retrieval technologies, and
tools, techniques and process in support of the review function can effectively reduce the COSt, time,
and error rates.

Recommendations

1. The legal community shouUJ support collAborative research with the scientific ami academic
seeton aimeJ at eslitblishing the eJfiuu:y ofII range ofIlrJtomateJ search ami iPrj'ormation
retrieval methods.

2. The lega/ community should mcourap the establislmunt ofobjective bmJ1marking criteria,
for USII in asrirting InWJITS in evll/uating the competitilJe kglll anJ regulatory ullrch IlnJ
retrieval stJrIJictls market.

As stated. in the 20 years since the Blair and Maron study, there has been little in the way
of peer-reviewable research establishing the efficacy of various methods of auwmated content analysis,
search, and retrieval as applied to a legal discovery context. A program of rCl'earch into the relative
efficacy of search and retrieval methods would acknowledge that each alternative should be viewed in
the context of its suitability to specific document review tasks. Different technologies, cools and
techniques obviously have different strengths. Moreover. the outcome of the application of advanced
coment analysis. search and retrievaJ methods can have significant differences based on expertise of
(he operator. Ideally, a research program would advance the goals of setting minimum or baseline
standards for what constitutes adequate information reuieval, as well as reaching agreement on how to
benchmark competing methods against agreed-upon objective evaluation measures.

In this regard, The Sedona Conference- supported the introduction of a new "Legal Track"
in 2006 for the TREC research program run by the Nadonallnstitute of Standards and Technology.
NISf is a federal technology agency that works with industry to develop and apply technology,
measurements and standards. TREe is designed "to encourage research in information retrieval from
large text collections."" The TREC legal track involves an evaJuation ofa set of search methodologies
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based on lawyer relevancy assessments on topics drawn from a large public database of OCR-ed
documents. The results coming out of the 2006 legal track represenr the type of objective research
study inco the relative efficacy of Boolean and other search methods thar the legal community should
further encourage....

However, a need exists to scale up the TREC research to accommodate the potential
retrieval of miUions or tens or hundreds of millions of arguably relevant documents among a greater
universe of terabytes, perabytes, exabyte5, and beyond.

Members ofThe Sedona Conference- community have and will continue to participate in
collaborative workshops and other fora focused on issues involving information retrieval." How best
to leverage the work of the IR community ro date is an enterprise beyond the scope of this paper. The
Sedona Conference:- intends to remain in the forefront of the effortS of the legal community in
seeking out centers of excellence in this area, including the possibility of fostering private-public
partnerships aimed at focused research.
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This appendix is a "nlrwy" ofJijf'ermt j'ornu ofsearch methotlsfound in the
infoT77Ultion sciencelitnature. and whkhform the basis IIfofferinK' by venJors in the legal
marketplace. The list is not tkfinitille. ltuUeJ, as the main body ofthe CommnJtary m4kes clear,
rapid technologicalprogress win inwitttbly ttJfrct bow methotis an tlacribeJ, perfected, and then
replaced with new ways ofpnforming search and rt:triellitt

A second calleat: the foOowing search methotis art: not inunuJ to be mutually ~lusille.

lruleeJ. manyprllJum tout thtl bmefits ofhybrid, cllmbinea, or cumulatiJle itpprllach" to
perftrming searches.

A. Boolean Seuch Models

A "Boolean search" utilizes the principles of Boolean logic named for George Boole. a
British born mathematician. Boolean logic is a method for describing a "ser" of objem or ideas.
Boolean logic was applied [0 informalion retri~a1 as computers became more widely accepted.
Boolean search statements can easily be applied ro large sees of unstructured data and the resules
exaccly match the search terms and logical conscraJnes applied by the operators.

As used in set theory. a Boolean notation demonstrates the relationship between the sets or
groups, indicating what is in each'set alone (set union). what is jointly contained In both (set
intersection), and what is contained in neither (set differences). The opera£Ors of AND (intersection
or m. OR (union or U) and AND NOT or BUT NOT (difference) are the primary operations of
Boolean logic. These relationships can easily be seen within a Venn dJagram (see below).

OR is a Boolean operator thar states the ser may conmin any, some or all of the keywords
searched. The purpose of this command is to encompass alternative vocabulary terms. OR is
represented by the union of the sees A U B (the entire shaded areas above). The use of 0 R expands
the resuhing Boolean ~e{.

AND is a Boolean operator used ro identify the intersection of two sets or two keywords.
The purpose of this command is to help construCt more complex concepts from more simple
vocabulary words. AND is represented by the middle intersecting area above (A nB). The use of
AND restrictS the resulting Boolean set.

NOT is a Boolean operacor used to eliminate unwanted terms. The purpose of chi~

command (preceded by either AND or BUT) is ro help suppress mulriple meanings of the same term;
in orher words, diminating ambiguity.

Different search engines or search rools may provide additional Boolean-type operators or
connectors to create more complex search statemenrs. These may include:

Parenthesis: A Boolean search may include the use of parentheses to force a logical
order to the execution of the search, as well as to create more refined and flexible
criteria. Any number of logical AND~ (or any number of logical ORs) may be chained
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together without ambiguity; however. the combination of ANDs and ORs and AND
NOTs or BUT NOTs sometimes CU1 lead to ambiguous cases. In such cases.
parentheses may be used to clarify the order of operations. The operations within the
innermost pair of parentheses are performed first. followed by the next pair out. etc.•
until all operations are completed.

Proximity or NEARlWITHIN operatorl Another extension to Boolean searching.
this technique checks the position of terms and only matches those within the
specified distance. This is a useful method for establishing relevancy between search
criteria, as well as for patlng down Irrc:levant matches and getting bener results
(improving precision). Some search engines let you define the order, in addition ro the
distance. For example: budget wlJO deficit might mean "deficit within the 10 words
following the word budget".

Phrase Searching: Some search engines provide an option to search a set of words as a
phrase. either by typing in quote marks (" ») or by using a command. When they
receive this kind of search. the engines will generally locate all words that match the
search terms. and then discard rhose which are not next to each other in the correct
order. To perform this task effkiencly, the index typically will store me position of the
word in the document, so the search engine can tell where the words are located.

WUdcanl operators (also sometimes referred to as truncation and stemming). This
search capability allows the user to widen the search by searching a word Stem or
incomplete term. It is typically a symbol such as a question mark (?), asterisk (0). or
exclamarion point (t). The search system may also allow the user to restrict the
truncation to a certain number oflenet$ by adding additional truncation symbols. For
example: Teach?? woukl find teaches and teacher but would not find teaching. 1n
addition, some systems will allow for internal truncation such as wom?n would find
women or woman. The 0 and ! terms have broader application: for example. hous·
would find house, housemate. Houston, household or other similar words with the
srem "hous."

B. Probabilistic Search ModeLiI Bayesian CIas5iAers

Probability rheories are used in information rerrieval to make decisions regarding relevant
documents. The most prominent of rhese are so-called "Bayesian" sysrems or methods. based on
Bayes' Theorem. The theorem was developed by Thomas Bayes, an eighteenth century British
mathematician. A Bayesian system sets up a formula rhar places a value on words, their
interrelationships. proximity and frequency. By computing these values. a relevancy ranking can be
determined for each document in a search result. This weighting may be based on a variety of faaors:

Frequency of terms within a document- the more times it appears. the more weight
it carries.

Qoscr to the tOP - documents with the term in the title are more heavily weighted

Adjacency or proximity - the closer the terms are to each other, the higher
the weighting

Explicit or implicir feedback on relevance

(Note; other types of search modc:ls apply these types of concepts or ideas as well.)

Bayesian systems frequently utilize a "training set" of highly relevant documents to increase
understanding, and therefore the probability measures of the system. During training. the system
examines each word in rhe training documents and computes the probability with which that word
occurs in each caregory.
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For example, the word "potaton may occur in 5 documents in the category "kitchen tools"
k.g., "potato peeler"), in 7 documents in the category "fum products," and in one document in the
category "garden tools." When a new document is then found to contain the word "potato," the
Bayesian classifier will interpret this new document as most likely to be a member of the cacegory
"farm productsn than eimer of the other cwo. The same process is repeated for all of the words in me
document. Each word In the document provides evidence for which of the categories the document
belongs to. The Bayesian classifier combines all of this evidence, using Bayes' rule, and determines the
most likdy categOlY.

Bayesian classifiers provide powerful tools for comparing documents and organizing
documents into useful categories with a moderate amount of effort.

C. Fuzzy Search Models

Boolean and probabilistic search models rely on exact word matches to form the results to a
query. Exact matching is very Strict: either a word matches or It doesn't. Funy search is an attempt to
improve search recall by matching more than the exact word: fuzzy matching techniques try to reduce
words to their core and then march all forlllli of the word. The method Is related to stemming In
Boolean classifiers. discussed above.

Some algorithms for fuzzy matching use the undemanding that the beginning and end of
English words are more likely to change than the center, so they count matching letters and give more
weight to words with the matching letters in the center than at the edges. Unfortunately. this can
sometime.~ bring up resulrs that make little sense (a search for tivoli might bring up ravioli).

Many systems allow one to assign a degree of "fu'l.'l.iness" b:lSed on the percentage of
characters that are different. Funy searching, or matching, has at least twO different variations: finding
one or more matching strings of a text, and finding similar strings within a fixed string set often
referred to as a dictionary. Fuzzy searching has many applications in legal information retrieval
including: speUchecking, email addresses and OCR clean-up.

D. Statistical Methods: Clustering

Systems may use statistics or other machine-learning rools to recognize what category
certain information belongs to. The simplest of these is the use of "statistical clustering." Clustering is
the process of grouping together documents with similar content. There ate a variety of ways to define
similarity, but one way is to counc the number ofwords that overlap becween each pair of documents.
The more words they have in common, the more likely they are to be abom the same thing.

Many clustering tools build hierarchical clusters of documents. Some organize the
documents inco a fixed number of clusters. The quality or "purity" of clustering (i.e., me degree to
which the cluster c.:omains only what it should) is rarely as high as chat obtained using custom built
taxonomies or ontologies, but since they require no human Intervention to construct, clusrering is
often an economical and effective first pass at organizing the documents in a c:ollection.

Some S)'5tems improve the quality of clusters that are produced by starting with a selected
number of clusters, each containing selected related documents. These selected documents then
function as "seeds" for the clusters. Other related documents are then joined to them to form clusters
that correspond to their designer's interests. Then, additional documents are added to these clusters if
they are sufficiently similar.

E. Machine Learning ApproachCli to Semantic Rcpruentatlon

Bayesian classifiers are often considered "naive" because they assume that every word in a
dowment is independent of every other word in the document. In contrast, there is a class of concept
learning tec.:hnologies that embrace the notion that words are often correlated with one another. and
that there is value in that correlation. These memods are also referred to as "dimensionality reduction
techniques" or "dimension reduc.:tion systems."
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These systems recognize there is redundancy among word usage and take advantage of chat
redundancy to find "simpler" tepresenrations of me text. For example, a documenr mat menrions
"lawsuits" is also likely ro mendon "lawyers; "judges," ~anorneys: ete. These words arc nor
synonyms. but they do share certain meaning characteristics. The presence ofanyone of these words
would be suggestive of their common theme. Documenrs mat mentioned any of these terms would
likely be about law. Conversely. in searching for one of rhese words. one might be almosr as satisfied
ro find a document mar did not contain rhat exact word. bur did conrain one of these relared words.

•

..

Legal concept
strength

Lawver strength
Fi!",." I. DimmJi~n rr:dUJ:uon - 1M original dimtnsi~ns of"l4wyu" ilNi jut/gt" arr: rombintd inw ilsinglt dimmsi~n.

Ettch }Winr in tht grIlfJh "prr:unls a dorun~n~ lIS 1«"ri~n in Iht grIlph rbows how much Iht dorumtnl is
rtWtd 10 tam dimmsion.

The figure above illustrates the kind of relationships such systems find. The word "lawyer"
tends to OCCUt in the same conrexr as the word "Judge." Each documenr has a certain srrengm along
me "lawyer" dimension. related, for example, to how many times the word "lawyer" appears.
Similarly, documents have strength along rhe "judge" dimension, related. for example, to how many
times the word "judge" appears. These systems nnd a new dimension that summarizes the relationship
between "lawyer" and "judge." In this example. we are redudng the dimensions from twO to one.

Mamemarically. we can then describe documents by how much strength they have along
this dimension and nor concern ourselves wim irs strength along rhe original "lawyer" or "judge"
dimensions. The new dimension is a summary of the original dlmensions. and the same thing can be
done for all words in alllhe documents. We can locare documenrs along mese new, reduced,
dimensions or we can represent words along these dimensions in a similar way.

Similarly. multiple words can be represented along dimensions. And, instead of having just
one summary dimension, we can have many of rhem. Instead of describing a documenr by how it
relates to each of the wnrd.~ it conrains. as is done with Vecror Space Models." we can describe the
document by how it relates to each of these reduced dlmensions. Latent Semantic Indexing (LSI, also
called Latent Semantic Analysis) is probably rhe best known of these dimension-reducing techniques,
but there arc omers. including neural networks and other kinds of statistical language modeling.

Such techniques are similar to one another in thar they learn the representations of the
words in the documents from the documents themselves. Their power comes from reducing the
dimensionality of the documents. They simplifjr representation, and make recognizing meaning easier.

For example. a collection ofa million documents might contain 70.000 or more unique
words. Each document in this collection can be represented as a lisr of 70.000 numbers, whete
each number stands for each word (say the frequency with which that word occurs in that
document). Using mese techniques. one can represent each document by irs strength along each of
the reduced dimensions.

4) S" H. Raltbbo, '''1"'. n.3<4.
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One can think of these strengths as a meaning JignAture. where similar words wiu have
similar meaning signatures. Documents with similar meanings will have similar meaning signatures.
As a result, the system can recognize documents that are related. even if they have different words,
because they have similar meaning signatuccs.

F. Concept and Categorization Tools: Thesauri. Taxonomies IUld Ontologies

To deal with the problem of synonymy. some systems rdy on a thesaurus, which lists
alternative ways of expressing the :i3f1Ie 01 similar ideas. When a term Is used in a query. the system
uses a thesaurus ro automatically search for all similar terms. The combination of query term and the
additional terms identified by the rhesaurus can be said ro constitute a "concept."

The quality of the results obtained with a thesaurus depends on the quality of the
thesaurus, which, in tum, depends on the effon expended to match the vocabulary and usage of the
organization using it. Generic thesauri. which may anempt to represent the English language or arc
specialized for panicular Industries, are sometimes available to provide a starting poim. bur each
group or organization has its own jargon and own way of talking that require adjustrnenc for effective
categorization. In America, for example, the noun "jumper" Is a child's one-piece garmenc. In
Aurualia, the noun "jumper" is a sweater. In America, a 3.5 inch removable disk device was called a
·floppy~ during iQi heyday. But in Australia, it was called a ·stiffy."

Taxonomies and oncologies are also used to provide conceptual categorization. Taxonomy is
a hierarchical scheme fot represencing classes and subclasses of conceplS. The figute below shows a
pan of a taxonomy for legal personnel. Attorneys, lawyers. etc. are all kinds oflaw personnel. The
only rclations typically included in a taxonomy are inclusion relations. Items lower in the raxonomy
are subclasses of items higher in me taxonomy. For example, the NAICS (North American Industry
Classification System) is one generally available taxonomy that is used to categorize busines-~e.~. In this
raxonomy, the category "Information~ has subclasses of ·Publishing" and "Motion Picture and Sound
RC(;ording lnduslries" and "Broadcasting."

One can usc this kind of taxonomy [0 recognize the conceptual relationship among rhese
different types of personnel. If your category includes law personnel, [hen any document that
mentions attorney, lawyer. paralegal. etc. should be included in that category. Like thesauri, there are a
number of commercially available taxonomies for various industries.

Taxonomy

Fip" 2. A simpk /(lXonomyJOT WW pawnneL

Predefined taxonomies exist for major business functions and specific industries. It may be
necessary to adapt these taxonomies to one's particular organization or marter.
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An omology is a more generic species of taxonomy, often including a wider variety of
relationship types than are found in the typical taxonomy. An omology specifies the relevant ~t of
conceplUal categories and how they are rclated to one another. The figute below shows part of an
ontology covering subject rnaner similar ro that dacribed in the preceding taxonomy. For clarity, only
a subset of me connections betWeen categories i$ shown. According to this ontology, if your category
includes anorneys. you may also be interested In documents that u~ words such as "lawyer."
"paralegal." or "Esq." Like taxonomies, ontologies are most useful when they are adapted to the
specific information characteristics of the organization.

Ontology

FigJI" 3. A Sfrlion ofdn onlOlogy ofkga/pmollNL

Taxonomies, ontologies, and thesauri are all knowledge structures. They represent explicit
knowledge about some subject. An expert writes down the specific relations she knows about.
Although there are tools that help the expert create these structures. they still tend to represent only
me information the expert can explicitly describe as important.

The structure of the thesaurus. taxonomy. or ontology can be used as the organizing
principle for a collection of documems. Rules are derived that specify how documents with specific
words in them are related to each of these categories, and the computer can then be used to otganize
the documents into the corresponding categories.

These rules can be created explicitly. or they can be created using machine-learning
techniques. Explicit rules are created by knowledge engineers. For example, one rule might Include a
Boolean statement like this; (acquir· or acquisition or divest· or joint venture or alliance or metg·)
and (compet· or content or program·) that specifies the critical words that must appear for a
document to be assigned to me "merger" category. The effectiveness of rules like these depends
critically on the ability of the knowledge engineers to guess the specific words that document authors
actually used. Syntactic rules may also be employed by some systems. For example, a SJ'l'tem may only
look for specific words when they are part of the noun phrase ofa ~ntence.

G. PresentadonNlsualizadoD Tools

Presentation and visualization software technologies may incorporate search and retrieval
functinnality that may be found to have useful applications. These technologies can otgani7A:
informatkln (e.g•• emails) so mat a researcher can more efficiendy study the research topic; (including
finding rdevant emails). They also are good at highlighting patterns of "social netwOrks" within an
organi7.ation that would not necessarily be apparent by moce traditional searches. Subject to some
e"ceptlons. the results of any search and retrieval query can be presented in a variety of forms.
including as a:

1. Lisr - items in sequence. for example messages ordered by ~nt date
2. Table - items aggregated into rows by columns, for example messages by sender
3. Group - items categorized or totaled. for example count of messages by sender



,
2007 THE SEDONA CoNFERENCE JOURNAL 223

4. Clwter - items in groups organized by spatial proximity. for example rdevam groups
spiraling Out to less relevant groups

5. Tree - items in parem/child hierarchy. for example, folder and subfolder(s)
6. Timeline - irems arrayed by a time element, for example a list/group of items arrayed

by sent date
7. Thread - items grouped by conversation
8. Necwork - items arrayed by person. for example a diagram of message traffic becween

sender(s) and recipient(s)
9. Map - items ploned by geography. for example items plotted by city and state of

origin
10. Cube - items in a multi-dimensional pivot table; includes, rable. group, omeline and

tree functionality

In practice. a researcher can load search results into a presentation technology for an
organized view. and then drill-down to access discrete items of significant interest or concern. This
often iterative process may help a researcher to learn more about, act on, and manage search results.
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